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authority can be held responsible for them.

While the information contained in the documents is believed to be accurate, the authors(s) or any other participant in
the GreenTurn consortium make no warranty of any kind with regard to this material including, but not limited to the
implied warranties of merchantability and fitness for a particular purpose.

Neither the GreenTurn Consortium nor any of its members, their officers, employees or agents shall be responsible or
liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein.

Without derogating from the generality of the foregoing neither the GreenTurn Consortium nor any of its members,
their officers, employees or agents shall be liable for any direct or indirect or consequential loss or damage caused by
or arising from any information advice or inaccuracy or omission herein.

Copyright message

©GreenTurn Consortium, 2024-2027. This deliverable contains original unpublished work except where clearly
indicated otherwise. Acknowledgement of previously published material and of the work of others has been made
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1. Executive Summary

The deliverable serves as GreenTurn’s Data Management Plan (DMP), as well as provides
the ethical quidelines that will be followed throughout the project's implementation.
The DMPaims at ensuring the highest standards of data handling, while safeguarding
the integrity of the research and adherence to Horizon Europe guidelines in the field.

The document presents a plan on handling of research data during and after
the end of the project, what data will be collected, processed and/or generated,
which methodology and standards will be applied, whether data will be shared or made open
access and how data will be curated and preserved. Moreover, the Plan establishes
the procedures to ensure that data are used in compliance with applicable legal frameworks,
and in particular the General Data Protection Regulation (GDPR) - Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation)(Text with EEA relevance).

Furthermore, GreenTurn's Data Management procedures will formalize a FAIR (Findable,
Accessible, Interoperable, Reusable) data management framework, as per the EC directions,
with the ultimate goal to make data openly accessible and interoperable, and addressing proper
re-use considerations.

The DMP identifies the types of data generated or collected by the project, which of them would
be suitable for open access following project closure and the standards that will be used for data
representation. Special emphasis has been given to address the practises enforced by GreenTurn
for the protection of personal data in compliance with GDPR covering, including internal
processes that GreenTurn plans to apply. The document also outlines the key Data Management
responsibilities of the Work Package Leaders, Project Management representatives from each
consortium member, the Project Coordinator and the Data Owners.

A comprehensive quality assurance plan to monitor and maintain the quality of project outputs
isalso an element of the document. The scope of tasks that are to be executed within
the GreenTurn project require the establishment of data management protocols, to ensure data
security, sharing, and compliance with relevant regulations.

The provisions included in the deliverable shall also permit reqular assessment of the project's
adherence to quality, data, and ethical standards and address any issues identified; provision
of training/guidance on gender equality early after kick-off. Thus, an ethics framework was
established, including ethical guidelines and procedures for the responsible conduct of research.

1.1. Introduction

This report has been prepared in the framework of WP1 and Task 1.2 of GreenTurn. It covers
the GreenTurn’s Data Management procedures, including internal General Data Protection
Regulations (GDPR) compliancy policies, as well as quality assurance procedures and ethical
guidelines. The report describes the datasets that will be created, modified and utilized within
GreenTurn and how these data relate to the project objectives and the WP structure.
The procedures agreed towards Findable, Accessible, Interoperable, Reusable (FAIR) data
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management (as per the EC directions) have also been incorporated, with the ultimate goal
of making the data findable, including provisioning of meta data, making data openly accessible
and interoperable, and addressing data re-use considerations and processes.
Moreover, the deliverable describes the whole quality assurance process and measures that need
to be taken in order to provide quality outputs, while detailing the scope of ethical commitments
and standards that need to be ensured throughout the GreenTurn project.

This report is submitted to the EC as the GreenTurn's Data Management Plan (DMP) & ethical
guidance (D1.3) by M4 of the project.

1.2. Deliverable Overview and Report Structure

The document consists of eight sections:

=  Sectionlservesasaqgeneralintroduction and the scope of the DMP document is provided
along with the deliverable structure and its alignment to the corresponding GA
descriptions and requirements;

= Section 2 presents the entire data lifecycle including different stages at which data will
be created, managed or utilized as well as relation of DMP to the GreenTurn project and
how DMP affects the GreenTurn processes and activities;

= Section 3 describes GreenTurn work space and repository and its security aspects;

= Section 4 provides FAIR Data Management in GreenTurn, following instructions covering
processes in making data findable including provisioning of meta data, making data
openly accessible and interoperable, data re-use considerations and processes.

= Section 5 includes GreenTurn's ethics management methodology, as well as GDRP
compliancy methods.

=  Section 6 presents the Quality Assurance methodological approach and details
the components of the GreenTurn Quality Management Plan that will be followed by the
consortium partners during the project implementation.

= Section 7 summarises the contents of the document and provides the conclusions from
the work undertaken;

= The document concludes with references, lists of tables figures, as well as an Annex
section that contains the tools and templates that will be used during the project
implementation by the project partners in order to support their effort towards the high
quality of the project outcomes.

2. Data Summary

This section defines the data collection concepts and data purposes as they relate to the project's
Work Packages. Means of data collection, types of data that will be collected and formatting
of data are presented.

2.1.Data Lifecycle

The Data Lifecycle Management process imposed in the GreenTurn project aims at ensuring
that data is accessible and usable by those who need it from beginning to end, as well as beyond
the project’'simplementation phase. Thus, the datalifecycle covers all the stages that the involved
organisations, partners and participants must pass through in their interaction with data.

© GreenTurn, 2024
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The cycle corresponds to the design-thinking approach, as the lessons learned and insights
gleaned from one data processing inform the next step and conversely. In this way, the final step
of the process feeds back into the first. The different stages at which data will be created,
managed or utilized during the execution of the project and afterwards are considered.
Then, an analysis of the data lifecycle as well as the means to control, manage and report the
related data is provided. In each of the sections that follow, specific metrics for the data
management and control have been included and are later summarized into the data
management report template (Annex |: Data Management Report) that will be used at various
project stages to control data management compliancy. The following diagram demonstrates an
indicative typical GreenTurn data lifecycle, without excluding the potential of alternative data
flows throughout this lifecycle.

Data Creation
& Collection

7

Data Re-use ki

Processing

Data Analysis
(orany other
usage)

Data Storage
& Archiving

Data
Publishing &
Utilization

Figure 1. GreenTurn Data Lifecycle

2.2. Data Creation/Collection

The data creation and/or collection stage relates to various data generated within the GreenTurn
project, including the envisioned digital and physical pilots, as well as the project reports
and other documents/spreadsheets. This includes the creation of the data by each of the
respective owner and collectionin a structured approach and appropriate formats and layouts to
enable their processing by the other project components/modules.

Specific evaluation criteria at this stage relate to the following:
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Pe.rfo.rmance Means of verification Target values Compliancy
indicator
Data Creation
Format Compliance  with existing XLS, XML etc vorx
standards of data exchange
Availabilityand | '‘nele —package = of dataifgges o ceived
. available, non-corruption, o . vor x
Readability 100% accessible
whole percentage collected
Data follow data compliancy 100% usable by
Fit For Use for proper processing and intended vor x
review beneficiary/ies
Consistency and Data are consistent and Including 100% of
y complete for the intended information for the vor x
Completeness .
purpose intended purpose
Relation Data follow a precise relation 100% purpose Vor x
to their purpose precision

Table 1. Criteria for Data Creation/Collection
2.3. DataProcessing and Analysis

Properly implemented data processing and analysis stage ensures that the involved entities
(project partners) are able to perform data processing in a concise approach to fulfil
the GreenTurn needs and outcomes. Thus, it includes all steps towards data verification,
organization, transformation, integration and extraction for the intended use. Data analysis
includes all the actions/methodology executed on the actual data that describe existing facts,
identify outlines, develop data clarifications etc. This stage is closely related to the processing
stage previously described.

Specific metrics at this stage relate to the following:

Performance
indicator

Means of verification Target values Compliancy

Data Processing and Analysis
Data can be and are processed | New and processed

Datalogic following a concise logic and | data follow precise vor x
approach datalogic
Organlzrjlflon and | Suitable content org.anlzatlon 100% organized data o
Utility of data under processing
o Ensurlng that the data under 100% validated and
Validation processing are correct and vor x
relevant data
relevant
Whenever multiple dataneed to 100% aqareqate-able
Aggregation be aggregated ensure that this > a99reg vor x

. . . data
is donein a concise approach

. Transformation of data to the Capability O.f data for
Transformation . transformation vor x
proper format(s)for processing

(if needed)
Calibration pallbratlon of data for their Dat.a properly .
intended purpose calibrated

Table 2. Criteria for Data Processing and Analysis
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2.4. Data publication and utilization

The Publication of data refers to the capability to share data openly to public, whereas utilization
includes the steps towards data sharing (internally among GreenTurn partners). This implies
thatthe data should be medium and agent independent, making sure that the transfer
can be implemented. The purpose at this stage is to ensure that the data are shared
with the appropriate controlling mechanisms to ensure protection of proprietary data
as well as the data integrity itself. This stage is closely linked with data storage and archiving,
as far as metadata is related to ensure data search-ability (as another feature of the FAIR data
treatment).

Specific metrics at this stage relate to the following:

Performance
indicator

Means of verification Target values Compliancy

Data Publication and Utilization

100% means
independent vor x
transferability
At least access control
provided over a TLS vor x
protocol
Table 3. Criteria for Data Publication and Utilization

Transferring of the data in a

Means-independent means-independent approach

Data stored in a secure enough

Security (a) server

2.5. Data Storage, Archiving and Re-use

The storage and archiving stages are also very critical as it relates to the data access, sharing,
storage, archiving (including search capabilities) and re-usage. An important factor here is the
updated status of the data so that no newer versions exist (unless itis clearly indicated).
Thisshould also involve actions to secure from accidental data losses, corruption
and unauthorized access. Data storage and archiving is also strongly linked to data re-usability
that is also within the scope of the FAIR data treatment.

Specific metrics at this stage relate to the following:

Performance
indicator

Means of verification Target values Compliancy

Data Storage, Archiving and Re-Use

Ensuring that the stored data
Up to date are up to date for the spe0|.f|c 100% updated Yor x
purpose and no later version
exists
Relevant metadata
Meta Data E_X|stence of meta data in stored have been |pcluded Vor
files into the archive per
data set
Security (b) Access control provided Access control setup vor x
Server is considered as safe | At least TLS
Security (c) enough (TLS connection | connection vor x
protocol) configuration

© GreenTurn, 2024
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Effective storage
Bandwidth Control of server bandwidth server bandwidth > 2 vorx
MBPS

Properly setting expiration
Expiration dates for all data after which the | Expiration date noted vor x
data will be deleted

Table 4. Criteria for Storage and Archiving
2.6. Datascope and description

The GreenTurn project collects a diverse range of data across its Work Packages, encompassing
stakeholder engagement, consumer behaviour, logistics performance, sustainability metrics,
and dissemination outputs. These datasets are critical for achieving the project’s objectives,
which focus on developing sustainable and scalable solutions for e-commerce logistics. The data
spans qualitative and quantitative formats and includes sensitive and non-sensitive information,
making a comprehensive data management plan essential to ensure integrity, accessibility,
and compliance with FAIR principles.

Stakeholder and Consumer Data:

Work Package 2 generates stakeholder profiles and consumer personas derived from surveys,
interviews, and behavioural experiments. This data may include demographic, behavioural,
and preference-related attributes. While stakeholder profiles map the roles, needs,
and relationships within the e-commerce ecosystem, consumer personas aim to offer insights
into intersectional factors influencing delivery preferences and behaviours. These datasets
are essential for tailoring project outputs to meet the diverse needs of stakeholders
and consumers. To ensure compliance with ethical standards, all personal data is planned to be
pseudonymized, and datasets are to be securely stored in accessible but controlled repositories.

Logistics and Environmental Data:

Work Packages 4 and 5 collect logistics performance metrics and sustainability indicators, such
as delivery times, emissions, and energy consumption. Geo-spatial data is captured to optimize
route planning and assess urban mobility impacts. Environmental metrics are aligned with
international frameworks like EcoTransIT World and CountEmissions EU to ensure
standardization and compatibility. These datasets enable the project to measure the economic,
environmental, and social impacts of its solutions. The data is stored in interoperable formats
like CSV and GeoJSON, facilitating integration with modelling tools and comparative analyses.

Prototyping and Business Data:

Work Package 3 focuses on ideation, prototyping, and business modelling, generating outputs
such as MVP prototypes and sustainable business models. Data collected during ideation
sessions includes stakeholder feedback and innovative solution concepts. These datasets quide
the development and testing of tangible prototypes, ensuring they address stakeholder needs
and align with project goals. Business model data, including market analyses and feasibility
studies, supports the design of scalable and economically sustainable solutions. All datasets are
to be documented and shared within the teams repository to promote transparency and
collaboration.

© GreenTurn, 2024

11



Funded by
the European Union

D1.3 Data Management Plan (DMP) & p ,
ethical guidelines Gl eenTL" I’D

Dissemination and Exploitation Data:

Work Package 7 captures data on dissemination activities and exploitation strategies. This
includes outputs like newsletters, social media analytics, workshop feedback, and partner-
specific exploitation plans. These datasets ensure effective communication of project results to
stakeholders and the broader public, fostering awareness and adoption. Exploitation data
identifies key exploitable results (KERs) and pathways for their market integration, leveraging
feedback from surveys and external reviews to refine value propositions and address market
barriers. All data is stored in open-access formats to facilitate broad dissemination and use.

In summary, the GreenTurn project's data management plan ensures that collected data is
accurately documented, securely stored, and made accessible for analysis and dissemination.
By adhering to FAIR principles and ethical standards, the project promotes the integrity,
transparency, and reusability of its datasets, ensuring their value extends beyond the project’s
duration.

At this early stage of the project, and based on the general assumptions established during the
proposal preparation, no collection or processing of personal or sensitive data is anticipated
within the scope of all technical Work Packages. Should the need arise during the course of the
project to collect or process personal or sensitive data, explicit confirmation of the lawful basis
for such processing must be provided by the respective beneficiary.

This confirmation must outline the appropriate technical and organizational measures
implemented to safequard the rights of the data subjects and must be submitted in writing to the
Project Coordinator. The provided confirmation will be thoroughly reviewed and subsequently
included in an updated version of the Data Management Plan to ensure compliance with legal and
ethical standards.

The initial data categories that are envisioned within the GreenTurn project are presented below:

WP2 - Empathise & define: Understanding stakeholders and behaviours
Data

Data Category Description Format Data Origin Purpose ‘ Re=d

Sensitivity Task(s)
Profiles of
stakeholders Surveys, To map
involved in the interviews, | relationships
Stakeholder e-eommerce | csy, JsoN, Medium stakeholde |~ and
" supply chain, . r data interactions T2.1
Profiles - - DOCX (anonymized) ) .
including analysis, for effective
roles, needs, desk ecosystem
and research engagement.
interactions.
Findable: Rich metadata;
.. . Accessible: Stored in GreenTurn repository
A AL TSI Reusable: Detailed information about the data's origin,
methodology, and conditions for use provided
Intersectional
profiles of e- To develop
commerce
. Survey targeted
consumers Medium :
Consumer . data, e- solutions for T2,
based e.g. on CSV, XLSX (pseudonymize .
Personas - commerce various T2.2
demographics d) :
analytics consumer
, preferences,
segments.
and
behaviours.
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Interoperable: Standardized formats;
FAIR Principles: Reusable: Detailed information about the data's origin,
methodology, and conditions for use provided
Insights on
consumer To model and
preferences Experimen predict
Behavioural . and JSON, €SV, Medium tal studies, | consumer
willingness to . stated behaviour T2.3
Data XLSX (anonymized)
pay for eco- preference under
friendly s different
delivery and scenarios.
return options.
FAIR Principles: Findablfa: Indgxed with unique identifiers;
Accessible: Via secure yet open systems.
Dataon To design
consumer Platform effective
Digital engagement analytics, communicati
Communication with digital JSOE’ST/TML' Medium user on strategies T2.4
Metrics platforms for feedback, and raise
eco-friendly surveys awareness on
options. sustainability.
Ao Findable: Traceable analytics data;
Ll Il Interoperable: Compatible with digital tools used in pilots.

WP3 - Ideate & Prototype: Co-creating with stakeholders

Data Category

Description

Format

Data

Data Origin

Purpose

Related

Sensitivity

Task(s)

Results from
brainstorming To identify
sessions, Workshop innovative
Ideation Session including outputs, solutions
Outputs proposed DOCX, XLSX Low stakeholder addressing T3
solutions and feedback stakeholder
evaluation needs
criteria.
] X Accessible: Open repositories for shared solutions;
AU Findable: Indexed outputs.
Initial
prototype To create
data, including Prototyping tangible
MVP Prototypes | 0eSCriptions, PDF, XLSX Medium workshops, | solutions for | 1
specifications, pilot pilot testing
and expected designs and
performance scalability.
metrics.
FAIR Principles: Interoperable: Prototypes align with industry standards;
Reusable: Open for refinement.
Data on To develop
. and test
sustainable e- .
business
commerce Market
Business Model business analysis models
CSV, DOCX Low anaysis, ensuring 3.3
Data models and literature .
. . economic and
their reviews .
. . environmenta
implementatio |
n- sustainability
vt oo Reusable: Frameworks for other regions;
i e Accessible: Documented for stakeholders.
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WP4 - Test: Piloting in real and digital environments
Related

.. Data . .
Data Category Description Format Sensitivit Data Origin Purpose

Task(s)
. . To evaluate
Delivery times, . -
] . Pilot logistics
Logistics distances, . L
Low to logistics operations T4.2,
Performance returns, and CSV, XML - o
N . Medium reports, LSP | efficiency and T4.3
Metrics efficiency L
databases optimize
data. .
solutions.
- X Accessible: Available for comparison;
Ao Interoperable: Compatible with logistics systems.
Location- To optimize
based data for P
. GIS systems, logistics
route Medium ilot operations T4
Geo-Spatial Data | optimization GeoJSON, SHP (location- prio P .
L logistics and assess T4.2
and urban specific) .
- data geographical
mobility .
. impacts
planning.
.. 5 Interoperable: GIS standards compliant;
FAIR Principles: Reusable: Cross-pilot compatibility ensured

WP5 - Validate: Ensuring efficiency and sustainability

L. Data o Related
Data Category Description Sensitivity Data Origin Purpose Task(s)
- To measure
Emissions, . S
Emission and minimize
Environmental energy calculators environmenta
. consumption, JSON, XLSX Medium . ' < T5.3
Impact Metrics . pilot limpacts of
and ecological .
. operations e-commerce
footprint data. .
operations.
Af X Reusable: Open for other projects
AU C S Interoperable: Aligned with international standards.
Dataon
accesy'blllty, Surveys, To assess and
working .
Social Impact conditions focus improve
L CSV, XLSX Medium groups, social T5.4
Data and social - S
A spatial sustainability
equity in .
L analysis outcomes.
logistics
operations.
Ayt mv Findable: Metadata indexed in registries
AU Reusable: Defined accessibility policies.

WP6 - Implement: Fostering replication and large-scale uptake

Format

Data

Data Origin

Purpose

Related

Data Category Description Sensitivity Task(s)
Analy3|§ of To provide
local, national, . .
Policy evidence-
and EU documents based polic
Regulatory regulations DOCX, XLSX, ' policy
. . Low expert recommendat T6.3
Analysis affecting e- PDF . .
analysis, ions for
commerce . . -
. interviews sustainable
logistics and logistics
sustainability. 9 )
] X Accessible: Reports publicly available;
FAIR Principles: Findable: Indexed under regulatory frameworks.
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.. Data . . Related
Data Category Description Format Sensitivit Data Origin Purpose Task(s)
To share
project
Newsletters, findings and
. N website Project engage
Dlssemu:natlon content, and HTML, DOCX, Low updates, stakeholders T7.1
Materials . . PDF
social media reports through
updates. strategic
communicati
on channels.
o . Findable: Indexed on platforms
s e Accessible: Openly available to the public.
athiays fo
specific plans Stakeholder | P ys
Exploitation for market discussions the practical
P . DOCX, XLSX Low . ' application T7.2
Strategies uptake of internal
. . and uptake of
project reviews .
the project's
outcomes.
key results
.. . Reusable: Framework adaptable for other projects;
Fallida Findable: Indexed for partners.
InS|ghts from To facilitate
webinars and
workshops Workshop knowledge
Workshop hosted unger PDF, DOCX, Low notes, sharing and T17.3,
Outputs S PPT, XLSX stakeholder inform T7.4
the project’s . :
inputs project
academy and ;
refinements.
observatory.
FAIR Principles: Interopgrable: Formats compatible with academic and
professional platforms.

Table 5. GreenTurn WP7 Data Mapping

Finally, the technical and administrative coordination (including quality assurance and ethical
standards) of the project will be led through project management activities in WP1(Organize &
Flow: Project Management). These tasks will create and process various types of documents and
filesin ordertoensure the efficient and effective management of GreenTurn. These types of data
will mainly consist of: documents, spreadsheets or presentation files, for managing and handling
content related to meetings such as agendas, meeting minutes, presentations etc. in MS office
(or similar) type of documents (.doc/.docx, .xls/.xIsx, .pdf, .ppt/.pptx etc). All partners are
expected to have access to them while they will always be considered as internal documents to
the GreenTurn consortium (not to be distributed outside GreenTurn). This also includes all
documents and spreadsheet files for the collection and progress/periodic reporting (internally
and/or tothe EC)of GreenTurn. These will be circulated internally to the consortium or submitted
asfinal versions to the EC and will be mainly MS office documents(.doc/.docx, .xIs/ .xIsx, .pdf etc).

At the same time WP1Twill be responsible to ensure compliance with the 'ethics requirements'and
the respective consent for the participation of stakeholders in the research, for the collection,
storage, and protection of personal data and finally a declaration on compliance for collecting
and processing personal data as described in the proposal. Other files that will be created in the
framework of WP1 consist of quality management and templates for all the above (and possibly
more) purposes. These files will most of the time be .doc, .docx, .pdf, .xls, .xIsx, .ppt, .pptx files
created by the Project Coordinator/Quality Manager and used and shared by the GreenTurn
partners. All related files in WP1, are restricted to the GreenTurn consortium, and will be stored
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in the GreenTurn intranet (Teams), where all partners have personalized login details
and therefore, access is considered fully controlled and safe.

Additionally, the current information that WP7 is gathering relates to the Stakeholders Advisory
Board members and covers the following data:

+ name;

+ email address;

« organization and the role the SAB members;

+ whether the member has sent a letter of interest for the proposal;

+ whether the member has filled the GreenTurn NDA document, presented in CA;

+ the member's expertise in relation to GreenTurn.

The aforementioned information is considered as 'personal’ information. The data are kept only
for the purpose of the project (and for its duration) and only with the consent of the Advisory
Board members, as this will be acquired via a clear consent statement (also included in Advisory
Board in CA).

Da.t a Data Origin Data Format Confidentiality Restrictions
Description
Management
and Financial Partners and .doc, .docx, .pdf, Proiect Consortium
Reports Coordinator, EC Xls, .xlsx J
(internaland EC)
o EI|m.|nate
. Business
. Consortium, -
Meeting Partners and . sensitive or
.ppt, .pptx unless jointly

Presentations Coordinator personal data
prior to public

exposure

agreed to be
public

Meeting
minutes

Partners and
Coordinator

.doc, .docx, .pdf

Project Consortium

Deliverables and
internal reports

Partners and
Coordinator, EC

.doc, .docx, .pdf

Internal/Public

Deliverables, As per Grant
Reports are Agreement
internal

Other templates
(minutes,
agendas etc)

Quality
management
templates

.doc, .docx, .pdf,
Xls, .xlsx, .ppt,

.pptx

Consortium Internal

Table 6. GreenTurn WP1 Data Mapping

In order to ensure compliance with all the previously described data management decisions as
they relate to the DMP, the following overall GreenTurn measures will apply:

WP leaders will be responsible foradhering to the specifications above in their respective
Work Packages;

Each project partner will be responsible for the DMP actions and will be accessible by the
partner team in case of issues related to DMP;

Data Owners have the ultimate responsibility of complying with the specifics of the
GreenTurn Data Management plan, as well as the related GPDR policies;
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= For the overall GreenTurn project activities, the Project Coordinator has the overall
responsibility for complying with the Data Management Plan;
= The Project Manager and the primary contact from each and every partner should ensure
that personnel working on the project have read the Data Management Plan and
apply/exercise all the principles as described in the document.

3. GreenTurn intranet

3.1. Data identification and searching capability

The GreenTurn intranet is a shared space used for project management, as well as
communication, document repository and calendar. The intranet has been properly configured
and structured in order to ensure data sharing and exchange between different consortium
partners. The data and document repository allows data annotation and content setting with the
use of tags, file grouping, commenting and keywords, as well as document versioning. These
features - combined with the proper data and file-naming conventions - will provide an overall
efficient data searching capability for GreenTurn directing precisely to the data itself, data
owners, report owners/authors, as well as data contributors.. On top of this, the GreenTurn
intranet provides also project categories, dates, activity overviews, roles and features, as well as
notifications that will also aid the data management process. To further support searching
capabilities, each report owner will also include some metadata (as keywords) to the document
itself for easier searchingin documents and reports/deliverables etc.

3.2. Metadata provisions and Data Interoperability

As stated above, the GreenTurn intranet allowed building the actual data model, that supports
several identification mechanisms, based on key words, tags, unique identifiers etc. The owners
of each data component will be responsible for using the proper naming and tagging conventions
following the GreenTurn quality manual, so the respective metadata information can be easily
kept, extracted and referenced for all purposes of data handling and utilization within the project.

Data interoperability is considered only for the internal purposes of GreenTurn and includes data
re-use, interchanges and general utilization. For data interoperability outside the consortium,
GreenTurn will follow IPR rules to ensure no project’s foreground is released.

To maximize data interoperability, the consortium seeks to comply with commonly used
filenames such as .XML, .XLS(X) etc. apart from the aforementioned commonly used standards
(relating to commonly used filenames). If necessary, GreenTurn will investigate the possibility to
follow other (internationally recognized) standards for both actual data and software produced.
Metadata standards, such as: IS0 19115 (GIS data), ISO 14721(0pen Archival Information Systems
(OAIS), I1SO 16363 (audit and trustworthiness of digital repositories). Compliance to these will
support digital data management in a longer term mentality. Other software related I1SO
standards will be also investigated (such as IS0 25010: ref systems and software engineering)and
SQuaRE (systems and software quality requirements and evaluation).
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3.3. Data Reusability of Existing and Non-Existing Data

In the reality of the GreenTurn project execution, the existing data will be considered as data not
created by the projects activities. This mainly refers to the usage of logistics or sensor data from
the envisioned pilots, including data generated through the simulations and assessments
planned in WP5. A data flow of information from each of the physical and digital pilots towards
the GreenTurn intranet during the implementation of the pilots is expected. The above shall be
considered as data produced by the GreenTurn pilots.

The proper execution of pilots requires feeding the digital pilots with data including historical
information to properly execute the envisioned simulations and assessments. Such data shall be
shared with the GreenTurn consortium for the cases of models & systems experimentation and
calibration. Thus, the term re-usability applies to data not being produced during GreenTurn’s
lifecycle, but data re-used and produced earlier by the same pilot environments. For the
foreground data re-usability, the consortium will make sure that data is properly and securely
stored in a convenient and secure server to enable easy and controlled access outside the
consortium.

4.FAIR Data Management

The GreenTurn project adopts the FAIR principles—Findability, Accessibility, Interoperability,
and Reusability—as a cornerstone of its data management strateqgy. This approach ensures
that the diverse datasets generated across work packages (WP1-WP7) are well-documented,
ethically managed, and readily available to stakeholders, fostering innovation and supporting
long-term impact.

Findability:

All datasets generated during the project are assigned unique identifiers and enriched
with detailed metadata to enhance their discoverability. For example, logistics performance
metrics in WP4, such as delivery times and distances, are documented with metadata describing
their source, collection method, and parameters. These datasets are published in repositories
adhering to FAIR principles or institutional archives, ensuring persistent access through Digital
Object Identifiers (DOIs). By implementing metadata standards, GreenTurn ensures
that stakeholders and external researchers can easily locate relevant datasets.

Accessibility:

The project ensures that data is accessible to authorized users (consortium partners), while
maintaining compliance with ethical and legal standards. Open-access datasets are made
available in machine-readable formats (e.g., CSV, JSON) through public repositories.
For sensitive or proprietary data, secure access mechanisms will be employed, restricting
access to authorized personnel. For instance, should personal data be collected in the future,
such as in WP2's consumer personas, appropriate safeguards will be applied, including
anonymization and controlled access protocols.

Interoperability:

To maximize compatibility with other datasets and systems, GreenTurn adopts standardized
formats and ontologies. Geo-spatial data (e.g. collected in WP4 to optimize logistics and urban

© GreenTurn, 2024

18



Funded by
the European Union

D1.3 Data Management Plan (DMP) &

ethical guidelinges G reenTurrO
mobility) will be stored in GeoJSON and SHP formats, which are widely used in GIS applications.
Sustainability metrics in WP5 will aim to be aligned with international frameworks such as
CountEmissions EU, ensuring that the data can be compared or integrated into broader
environmental studies. By following standardized metadata schemas and file formats, the
project facilitates collaboration across disciplines and sectors.

Reusability:

The project prioritizes the long-term usability of its datasets by providing comprehensive
documentation and licensing. For example, stakeholder profiles and consumer personas from
WP2 are pseudonymized and accompanied by detailed usage gquidelines, enabling their
application in future projects while ensuring ethical compliance. Similarly, MVP prototypes and
business model data from WP3 will be shared under Creative Commons licenses, promoting
replication and adaptation by other researchers and organizations. By providing transparent
documentation of data collection methods and processing workflows, GreenTurn enhances the
value of its outputs for future studies.

Insummary, GreenTurn’s FAIR data management approach ensures that project datasets are not
only accessible and interoperable but also ethically managed and reusable. By embedding these
principles into its workflows, GreenTurn promotes transparency, fosters collaboration,
and ensures that its outputs contribute to sustainable innovation and long-term impact.

4.1.Naming conventions for GreenTurn documents and data/document
versioning

Within the framework of the GreenTurn quality plan and control, a series of documents/reports
and templates have been created to ensure a consistent approach for all project’s data and their
versions. Details about these reports can be found in GreenTurn D1.1(Project Management Plan
& project intranet) and the Quality Assurance process described in Section 6 of this deliverable.
For purposes of completeness we have added below some common material to indicate how the
data versioning is aligned with the FAIR approach.

Document Type Name structure to be used

GreenTurn_DX.X -  Title_v0.0_Date_Partner.docx  (working
Deliverables documents)
GreenTurn_DX.X - Title_Partner.docx (Final document)

GreenTurn_MeetinglD_MeetingCity_Title_Date_Minutes_v0.0.docx
(Physical meetings)
GreenTurn_MeetinglD_Online_Title_Date_Minutes_v0.0.docx
(Online meetings)

Minutes of a | Meetings identifiers:

physical/online meeting =  KOM=Kick Off Meeting

= PM=Project Meeting(concernsreqular General Assemblies)
= PT=Pilot Level Meeting

= TM=Technical Meeting

=  RM=Review Meeting

Presentations GreenTurn_MeetinglD_ShortTitle_Date_Partner.pptx

Table 7. Document types and naming conventions
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4.2. Contribution to Open Data Research Pilot (data openly accessible)

The deliverable is aligned and serves GreenTurn’s aim to contribute data to open research. Data
sets eligible for sharing will be checked to ensure that:

= they are not confidential; they do not include personal or commercially sensitive
information;

= permission from the relevant stakeholders and/or data subjects has been obtained;
= sharing the data does not damage exploitation or intellectual property rights.

Accordingly, datasets will be reviewed by the Data Owners and have to be approved before
becoming eligible for contribution to the open research. Together with the respective technical
consortium partner(s), Data Owners will then agree licensing for example creative commons or
public domain. Following such approval, GreenTurn will then make the dataset available through
the Observatory & Academy and upload content to the existing relevant and suitable open access
repositories. Where data must be embargoed towards IP protection or exploitation, a timeline
foritsrelease will be provided.

The approval of the availability of data in an open approach will need to be sent to the Project
Coordinator from the actual data owners via email. For this, a consent that the data can be
distributed outside the consortium must be included in the approval email to the Project
Coordinator. The following information should be included:

Consent to publish
Data filenames and data outside the
version GreenTurn
consortium

Data Owner Description of data

Who is the data owner | What the data include Flle()ames aryc{ [YES/NO]
depository position

Table 8. Data Ownership
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5. GreenTurn Ethics Management Methodology

The section describes ethical and legal issues that may arise throughout the implementation of
the GreenTurn project. The main elements of the ethical guidelines are:

establishing an ethics management methodology, which takes into account the ethical
requirements of all demonstration activities in the 5 pilot sites of the project;

outline current European and national legislation in pilot sites, and assure compliance;
describe the role of the GreenTurn Ethical Advisory Board;

present potential ethical risks.

5.1.Ethical issues and requirements

The quidelines and ethical requirements are to be considered anytime the consortium members
are performing an activity that involves data collection from end-users:

1)
2)

3)
4)

5)

6)

7)

provide informed consent forms for the processing of personal data (if applicable);
provide information about data management process: collection, storage, protection,
retention, handling and destruction, according to national and EU legislation;

provide reasonable justification for collecting and processing personal data;

prior to both pre-piloting phase and pilot deployment, all involved end-users must agree
andsigninformed consents(the consent form will depend on the final pilots frameworks);
prior to final integration and piloting, all foreseen NDAs will have been signed by the
involved consortium members (if applicable);

all personal data will be held private and will be pseudo-anonymised during data
processing;

the acquired personal data will under no circumstances be used for commercial
purposes.
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5.2. Guidelines & methodology

The ethics management methodology defines four phases that need to be followed to support
the project’s implementation plan, including the work breakdown structure and - specifically -
the envisioned pilots' activities from the ethical and legislation point of view. The ethics
management methodology consists of three main stages, including; Planning, Setting
the Principles and Pilot-related Activities. These are further supported by the Data Management
Plan, as described in Sections 2 to 5 of the deliverable.

* Defining ethical requirements;
» Identifying the applicable EU and national legislation provisions;
»  Preparing templates for essential documents(e.g. Informed Consents).

Setting the Principles:

» Defining the procedures and guidelines;
« Identifying the privacy and security risks
» Establishing mitigation measures.

Pilot-related Activities:

« Signing the Informed Consents beforehand;
» Establishing data access agreements between project partners;

Figure 2. GreenTurn Ethical guidelines scheme

Proper implementation of such constructed ethical guidelines shall ensure:

= compliance with EU and national regulations in relation to data management;

= proper awareness of consortium partners, stakeholders and end-users of the data
that will be collected and the reasons for collecting them;

= no sensitive data will be shared with external parties;

* no improper use of data or its transfer is taking place (data used only in relevance
to the GreenTurn project);

»= data minimisation principle is in use (only data essential to accomplish the research
is collected).

5.3. GreenTurn Ethical Board

The GreenTurn Ethical Board (EB) will provide ongoing support concerning ethical and legal
issues to the consortium, including support on privacy issues related to data collection in pilot
sites. The Ethical Board leads the project's ethical compliance, monitoring the objectives
and implications of GreenTurn, to ensure that it conforms to the highest ethical standards,
e.g. monitors tasks which have ethical considerations and quides partners in their work
and provides input regarding ethical compliance.
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Moreover, EB will provide quidelines and recommendations to consortium partners involved
inthe development of GreenTurn tools, as well as to end users in the pilot sites.
The Board will monitor and oversee the pilots, validation and evaluation of GreenTurn results
interms of ethics, security and privacy requirements. In particular, EB will warrant that all
technical activities, trials, data management and data processing will be carried out in an ethical
way that respects privacy and regulatory constraints.

The Ethical Board is composed of the Project Steering Committee representatives (the Project
Coordinator representative - EB Coordinator and Work Packages Leaders representatives), as
well as all pilot Operational Leads and Technical Leads representatives. If necessary, external
experts willbe appointed to assist the EB members. The synthesis of the GreenTurn Ethical Board
is presented in Table below.

Person Name:

Partner:

Contact:

LPIT Anna Wos anna.wos@pit.lukasiewicz.gov.pl
UAEG loannis Karakikes ikarakikes@aegean.gr
ECON Gerda Hartmann g.hartmann@econsult.at
RUG Rina Koning a.c.koning@rug.nl

FZC Raquel Povar rpovar@fundacionzcc.org
BAX Ignacio Magallon i.magallon@baxcompany.com
INPO Barttomiej Banaszek bbanaszek@inpost.pl
LOG Marianne Ramser marianne.ramser@logpoint.at
LOK loannis Manolis im@logika.gr

2GZ Ana Jiménez ajimenez@zaragoza.es
POZ Jan Kosmecki jan_kosmecki@um.poznan.pl

Table 9. GreenTurn Ethical Board

The EB Coordinator will supervise the activities and provide directions to the board. One person
willbe nominated per pilot site as responsible for following the provided recommendations as well
as the national legislation.

5.4. Ethical Risks Identified

In scope of the GreenTurn project implementation, privacy and security risks were investigated
in order to reduce the possibility of causing any harm to individuals, e.qg. through the misuse
of their personal information. As a result, the below list of ethical risks along with possible
mitigation measures was created:

Proposed mitigation measures: \

Inadequate security

of datarelated to
personal
information,
logistics service
providers and
retailers input may
resultin data
breaches

Potential data breaches
compromising sensitive
information about consumers,
LSPs, and retailers.

Special attention will be given to
provide confidentiality and
protection against data
breaches in the context of WP1.
If required, additional security
mechanisms will be
implemented by the partners.
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Different laws

and processing of
personal
information among
the 5 countries of
the pilot sites may

regarding collection

Complexity and legal risks in
managing data across multiple pilot
countries.

Security and privacy tasks will be
considered separately per use
case and stakeholder affected.

For activities common to all
stakeholders, national legislation
of all participating countries will

participation of
end-users to pilots

due to privacy &
security concerns

increase be considered.
complexity
For the engagement of end
users, proper material explaining
. data collection and security
Limited

Reduced participation from
stakeholders fearing misuse of
their data.

measures will be distributed.
Moreover, informed consent
forms will be easy to
comprehend. Lastly, specifically
assigned persons per pilot site
will be responsible to explain
GreenTurn activities

Incomplete
Stakeholder
Representation

Misrepresentation of stakeholder
needs due to incomplete or biased
data, leading to ineffective
solutions.

Ensure diverse and
comprehensive data collection
across all pilot regions and
validate findings with
stakeholder feedback.

Flawed Customer
Experience

Mapping

Inaccurate mapping of customer
journeys may result in solutions
that fail to address key touchpoints
and pain points.

Conduct iterative validations
with focus groups and external
experts to refine customer
journey mappings.

Unethical
Behavioural
Influence

Ethical concerns over manipulating
consumer behaviour through
interventions without transparent
consent.

Clearly communicate the
purpose and methods of
behavioural interventions and
obtain explicit consent from
participants.

Misrepresentation
in Communication

Potential for greenwashing or
social washing through
misrepresentation of ecological
and social impacts.

Implement strict validation
protocols for ecological and
social data and engage
independent reviewers to ensure
transparency.

Exclusionin
Solution
Development

Exclusion of minority stakeholders
from the ideation process, leading
to non-inclusive solutions.

Actively engage diverse
stakeholders during
brainstorming sessions and
validate ideas against inclusivity
KPIs.

Unsustainable
Prototyping
Practices

Ethical concerns about prototyping
solutions that may not be feasible
or sustainable in the long term.

Perform thorough feasibility and
sustainability assessments
during the prototyping phase,
involving stakeholders at every

stage.
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Unequal Business
Model
Opportunities

Risk of small retailers being
overshadowed by larger players in
proposed business models.

Design business models that
explicitly account for the needs
of small and medium retailers,
ensuring equitable
opportunities.

Safety Risks in
Piloting Activities

Risks of exposing participants to
unsafe environments during
physical pilot testing.

Develop and enforce rigorous
safety protocols for all pilot
activities, including reqular risk
assessments.

Adopt a comprehensive life cycle

Failure to account for all .
Overlooked . . approach and align assessments
. environmental impacts, such as | @ . .

Environmental indirect emissions or suoply chain with international frameworks
Impacts PPy like EcoTransIT World and
effects. .

CountEmissions EU.

Design awareness campaigns
Ineffective Risk of backlash if consumers | that are educational and
Consumer perceive awareness campaigns as | collaborative, incorporating
Engagement patronizing or overly prescriptive. feedback from consumer focus

groups.

Table 10. GreenTurn ethical risks

5.5. Protection of personal data - GDPR compliance

The GreenTurn project is fully committed to ensuring compliance with the General Data
Protection Regulation (GDPR) throughout its activities. While the project does not anticipate
the collection or processing of personal or sensitive data at this stage, robust mechanisms
are in place to safequard data subjects'rights if such datais required. Any personal data collected
during the course of the project, such as through stakeholder engagement or surveys,
will be processed based on a lawful basis, with explicit consent obtained where applicable.
The project ensures that data subjects are informed of the purposes, processing methods, and
their rights, including the right to access, rectify, or delete their data.

To comply with GDPR's data minimization and privacy-by-design principles, GreenTurn applies
strict data handling protocols. Only data strictly necessary for achieving project objectives will be
collected, and any personal data will be anonymized or pseudonymized to reduce privacy risks.
For example, consumer personas developed in WP2 will use aggregated or pseudonymized data
to prevent identification of individuals. The project will implement secure data storage solutions
with access controls to ensure that sensitive information remains protected. Should personal
data be transferred between project partners across different jurisdictions, GreenTurn will
adhere to GDPR's cross-border data transfer requirements and ensure that all beneficiaries
comply with relevant regulations.

In cases where personal data processing is required, explicit confirmation of lawful processing
and the implementation of technical and organizational safequards will be provided in writing to
the Project Coordinator. This documentation will include details of measures such as encryption,
secure access protocols, and regular data audits. These confirmations will be reviewed
and included in updates to the Data Management Plan. By maintaining transparency and adhering
to GDPR requirements, GreenTurn ensures that all personal data processing activities uphold the
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highest ethical and legal standards, safeguarding the rights of data subjects and maintaining
trust with stakeholders.

WP2 - Empathise & define: Understanding stakeholders and behaviours

Data Category RelatedTask(s) @~ ~  GDPRCompliance @~ |

Collected anonymously. If personal data is collected,
Stakeholder Profiles T2.1 explicit consent and secure storage measures will be
applied, including pseudonymization.
Data is pseudonymized, with no direct identifiers.
Consumer Personas T2.1,T2.2 Compliance ensured through aggregation and explicit
consent when surveys are used.
Data is anonymized; explicit participant consent is

obtained before conducting surveys or experiments.
Data collected in compliance with platform-specific GDPR
T2.4 policies. User anonymity is maintained unless explicit
permission is granted.

Behavioural Data T2.3

Digital Communication
Metrics

WP3 - Ideate & Prototype: Co-creating with stakeholders

Data Category Related Task(s) GDPR Compliance
Personal data is not anticipated. If stakeholders provide
Ideation Session Outputs T3.1 input, explicit consent and anonymization protocols will be
followed.

No personal data collected; focus is on operational data
related to prototype performance.
GDPR compliance not applicable as personal data is not
involved.

MVP Prototypes T3.2

Business Model Data T3.3

WP4 - Test: Piloting in real and digital environments

Data Category Related Task(s) GDPR Compliance

Logistics Performance Data involves operational metrics only; personal data is not
. T4.2,T4.3
Metrics collected or processed.
GIS data collected excludes personal identifiers;
Geo-Spatial Data T4.1,T4.2 compliance ensured through anonymization and secure
storage protocols.

WP5 - Validate: Ensuring efficiency and sustainability

Data Category Related Task(s) GDPR Compliance

Environmental Impact Data involves operational and environmental metrics, not
. T5.3 . . ;
Metrics personal data; GDPR compliance is not applicable.
Surveys are anonymized, and no direct identifiers are
Social Impact Data T5.4 stored; explicit consent is obtained from participants
before data collection.

WP6 - Implement: Fostering replication and large-scale uptake

Data Category Related Task(s) GDPR Compliance
Regulatory Analysis T6.3 Personal data is not mvolvgd; GDPR compliance is not
applicable.

WP7 - Share & Valorise: Dissemination and Exploitation

Data Category Related Task(s) GDPR Compliance
Personal data collected for mailing lists or engagement
Dissemination Materials T7.1 activities (if any) follows GDPR rules, including explicit

consent and secure storage.
No personal data is anticipated; if collected, consent
protocols and anonymization measures are followed.
If personal or stakeholder-specific data is collected,
Workshop Outputs T17.3, T1.4 compliance with GDPR requlations is ensured through
consent and secure handling measures.
Table 11. GreenTurn Data GDPR compliance

Exploitation Strategies T7.2
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6. Quality Assurance

Quality Assurance is an integral part of the overall project management process that deals
with ensuring the quality of the project deliverables. Project deliverables, either in the form
of reports or software components are important outputs of the project and therefore
appropriate attention should be given to monitoring every stage of their preparation and also
to assessing and improving their contents in order for the final outputs to be of the expected
quality.

For this purpose, quality assurance process was made an integral part of Project Management
Plan and aims at defining the processes and tools, the roles and responsibilities of the involved
parties and also for setting the rules for an efficient cooperation and coordination
of the deliverable production process.

The Green Turn quality assurance process consists of five main components. These are:
1. the quality objectives for the quality assurance process;

2. the ecosystem of stakeholders that are involved in the quality assurance process and the
assignment of roles and responsibilities to them;

3. thedeliverable production process;
4. the Quality Control and Improvement mechanism;

5. the available tools and instruments that will support the Quality Management ecosystem
to fulfil its purpose.

6.1. Quality objectives

The main quality objectives in alignment to the scope, vision and requirements of the project
as these are defined in the Grant Agreement and the WP objectives. Therefore, the main quality
objectives can be summarized as:

1. Consistency of the project outputs with the Grant Agreement. All project results should
be fully aligned to the Grant Agreement both in terms of addressing all the issues
described in the tasks and the overall project objectives;

2. Consistency of the project outputs with the project plan in terms of following the
established procedures and time plan for their delivery as well as the contribution of these
outputs to other project activities and the overall project objectives; and

3. Adequate quality of the project outputs in terms of presentation and readability for the
report deliverables and user friendliness for the software components.

These objectives will define the actions of the consortium regarding the quality assurance
procedures that will be established.

6.2. Quality Assurance ecosystem

Ensuring the quality of the project outputs is a team work and a process that requires the
involvement of several stakeholders and management committees within the consortium. More
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specifically, the ecosystem of the Quality Management includes the following
stakeholders/committees:

6.3.

The Project Coordinator (PC) who is responsible for the integrative, cross-disciplinary
issues of the project, for planning and monitoring progress and supervise implementation
of any necessary corrective measures. The PC also holds the role of GreenTurn’s Quality
Manager (OM), who is responsible for developing and supervising the quality assurance
process through project quality checks and monitoring. The Quality Manager is organizing
and supervising quality review/peer reviews for all deliverables, as well as produces
quality reports;

The Project Steering Team (PST), which consist of the Project Coordinator and all WP
leaders and contributes to the project’s quality management by ensuring that all activities
are executed in accordance with the Description of Work (DoW);

The WP leaders, who have responsibility to monitor the progress of reports and provide
support in the case of a query by the author and seek assistance if the problem remains.
They also provide guidance on translating the task requirements and assist the authors
to structure the document correctly. The WP leaders give reqular feedback to the PSC
about the development and progress of work of their WPs and advise on known or
potential problems that require management action and propose changesin future plans;

The Deliverable owners who are the primary responsible for the quality of the
deliverables. In the case of reports, they are the main responsible for writing, structuring
of the deliverable and assigning of partners involved in writing. They collect the inputs,
complete the content and check the quality of the deliverable as it progresses according
to the established time plan and perform/coordinate any improvement actions that may
emerge from the quality control process. Finally, all deliverable owners also have the
responsibility to notify in time the WP leader of any delays, problems and developments
in order for corrective measures to be applied;

The GreenTurn consortium members that are responsible for performing the peer
reviews of all the deliverables (2 reviewers per each deliverable). The SAB members will
not be assigned to perform any peer reviews of the deliverables unless their expertise is
required to perform a review and this expertise is not available within the consortium;
instead, a compendium of the submitted deliverables will be provided to the SAB
members before each SAB meeting in order to get their feedback on the deliverable
contents.

Deliverable production process

The deliverable production is a process starting with the initiation of the corresponding task(s)
and ends with the deliverable submission to the EC. During this period, GreenTurn foresees
athree-stage process that will secure the timely completion of the deliverables and which
includes the following activities and milestones:

1s* stage: This stage is the main period for the deliverable preparation which starts with the
initiation of the task(s)and lasts up to 6 weeks before the final submission of the deliverable
to the EC. During this period the deliverable owner will establish the work plan
for the deliverable preparation, assign tasks to the involved partners and manage
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the deliverable production process. By the end of this period the deliverable owner should
have the deliverable content fully completed and ready for the quality control and
improvement process that will follow. Within this stage three main milestones are foreseen

to ensure the smooth progress of the deliverable production:

1. Until 4 months before the final deliverable submission date, the deliverable owner
should have confirmed the Table of Contents (ToC) of the report. Following this
procedure, a confirmation email will be sent to the PC including the finalized
and approved ToC;

2. 3 months before the submission date, the WP leader informs the PC and the PSC
regarding the progress of the deliverable preparation and the level of its completion
(through an email or a meeting). Moreover, the WP leader will inform about possible
problems/issues that may have emerged and hinder the timely submission
of the deliverable and are requiring intervention;

3. 6 weeks before the submission date, the deliverable owner should have collected all
inputs from the contributing partners and the deliverable should be completed in the
final-draft stage, ready for the quality control process. The deliverable is then
provided to the PC and the assigned reviewers in order for the peer review process
to start.

2" stage: This stage is the period when the complete deliverable is assessed for its quality
and all required improvement actions are taking place. It starts 6 weeks before
the submission date and ends at the deliverable due date with the deliverables ready and
approved for their final submission to the EC. Within this stage the following milestone are
foreseen:

4. 3 weeks before the submission date, the PC and the deliverable owner should have
received the feedback from all the reviewers. The deliverable owner then has two
weeks to address the reviewer’'s comments and provide an updated version to the PC
and to the WP leader who will perform a final review and send the document for the
final adjustments (if any) to the deliverable owner in order to get the final approval.
The Deliverable owner will have a few days to make any final adjustments before
providing the final version ready to be submitted.

3 stage: In this final stage, the Project Coordinator receives the final version of the
deliverable, approved by the WP leader and submits it in PDF version to the EC.

A more detailed description of the activities of each stage and the corresponding timeframes is
provided in Table 6.

AL el Due date Description
Stages
At the first stage of the deliverable production process which lasts until
4 months before the final submission, the deliverable owner should
submit the ToC to the WP leader and jointly evaluate its coherence and
4 months alignment to the corresponding deliverable and task(s) descriptions,
1¢t beforethe making any corrections deemed necessary in order to eliminate major
submission content corrections during the final revision. Once this process
is completed, ameeting is scheduled between the deliverable owner, the
WP leader, the Project Coordinator and the assigned reviewers for the
final ToC approval.
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Moreover, during this period the deliverable owner and the WP leader
jointly preview the work plan for the deliverable production and the
deliverable owner assigns tasks and their time plan to the partners
involved in writing. Those assigned to contribute are responsible for
providing appropriate contentin time.

3 months
before the
submission

The responsible WP leader who monitors the progress of the deliverable
production informs the Project Coordinator (through email or a meeting)
about the rate of completion of the deliverable and for existing problems
and possible risks hindering the timely submission of the deliverable in
order to provide enough time for corrective actions. It should be noted
that this activity serves as an official internal checkpoint of the
deliverable progress. Besides this, the progress of deliverables is
reqularly checked and discussed between the WP leader and the Project
Coordinator(and in PST meetings also)in order to allow the main author(s)
to communicate problems and delays that need to be addressed for the
successful completion of the deliverable and that may require
appropriate intervention through the WP leader. Any need to re-plan and
reschedule work should be handled in agreement with the Project
Coordinator. The Project Coordinator informs the Project Officer
accordingly and provides feedback from the partners involved in the WP
and deliverable at issue.

6 weeks
before the
submission

The deliverable owner should have received all required input from the
contributing partners and the deliverable should be completed and in the
final-draft stage. The deliverable is submitted for the internal reviewing
process which may last up to 3 weeks.

3 weeks
2 before the
submission

The deliverable owner should have received all feedback from the
reviewers assigned in order to begin to respond to the reviewer's
comments. If additional information or clarifications are needed, bilateral
meeting can be scheduled between the involved partners. Additionally,
the deliverable owner should perform a final editing of language and style
before the deliverable is submitted to the WP leader and Quality Manager
for final approval. The deliverable addresses the reviewer's comments
and provide an updated version to the Quality Manager and to the WP
leader who will perform a final review and send the document for the final
adjustments (if any) to the deliverable owner in order to get the final
approval. The Deliverable owner then will have a few days to make any
final adjustments before providing the final version ready to be
submitted.

Deliverable
due date
according
to the GA

3rd

After the final approval by the WP leader, the document is sent to the
project coordinator to be submitted to the EC (pdf version).
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Figure 3. Deliverable production milestones description

Finally, it should be noted that the deliverable production process described above will be applied
for deliverables that are due by M6 onwards, due to the limited available time for the deliverables
which are to be submitted within the first months of the project. For these deliverables,
itis foreseen that the above stages will be adjusted to last for a shorter period of time in order
for the deliverables to be properly prepared, assessed for their quality and submitted to the EC
within the deadlines set in the Grant Agreement.

6.4. Quality control and improvement mechanism

The quality control and improvement mechanism of GreenTurn consist of three main elements:

1.

The peer reviewing process. The peer reviewing process starts with the assignment
of the task to two reviewers for each deliverable, mainly from within the consortium
who are not directly involved in the specific deliverable's preparation, so that all
deliverables will be independently peer reviewed, according to the Grant Agreement
provisions. The peer reviewing of the deliverables starts 6 weeks before the
submission date and lasts up to 3 weeks.

Once the owner of a given deliverable has determined that the document is ready
tobe forwarded for peer review, the document is marked in the Drafts folder
that has been created in the GreenTurn intranet. After placing the document in this
folder, the deliverable owner notifies through an e-mail the assigned reviewers
and the Project Coordinator that the document has been forwarded for review.
When the review process is complete, the reviewers inform the PC and the
deliverable owner via email that the review process is over and then the latter
proceeds with the document’s revision taking into account the feedback from the
reviewers.

When the updated version of the deliverable is ready, the deliverable owner notifies
the Project Coordinator and the Work Package leader who performs the final review
of the document and requests for some final adjustments(if any)in order to give their
finalapproval. When the revised document is ready, the Work Package leader notifies
the deliverable owner and the Project Coordinator of his approval and then the peer
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reviewing process is completed. The Project Coordinator uploads the deliverable
to the EC and the final version of the document is moved to the Submitted folder.

2. The quality criteria. In order to perform the assessment of the project deliverables,
a set of quality criteria is established, along with corresponding indicators,
that reviewers and WP leaders will use to assess the quality of each deliverable.
The role of reviewers is to assess the document based on these criteria but also
to underline the points that need revision to the deliverable owner(s). The quality
criteria are related to the contents of the document, the structure and readability
of the text, but also to the presentation of the document. The detailed indicators
used for assessing each of the three quality criteria are described in Table 11 below.

Quality Criteria

Indicators
category

Alignment of contents to the DoW & complete coverage of the DoW requirements,
deliverable objectives achieved.

Use of proper and well justified methodology

Existence of any state of the art, previous work, related projects, regulations or
best practices that has been overlooked

Contents
Absence of plagiarism in the document

Existence of a conclusions chapter with well justified contents by the work
performed

Highlighted value of the deliverable results to the project implementation

Text with good flow and easy to read

Appropriate and easy to follow structure
Structure and Pprop y

Readability

Absence of syntax, spelling or grammatical mistakes

Easy identification of where the tasks are addressed (as described in the DoW)

Proper application of the project template provided (fonts, font sizes, paragraphs
etc.)

Figures, graphics, photos are clear and readable, properly numbered and
referenced

Document length less than 100 pages

Presentation Proper reference of all external sources used (e.g. papers, regulations, past
projects, best practices) and also of all input from other GreenTurn WPs and/or
activities
Annexes are of appropriate length and referenced in the main part of the
document

Existence of Definition of terms/ Glossary table

Table 13. Report Deliverables Quality criteria and indicators

3. The list of reviewers. Peer reviewers are key to the quality assurance activities
of the project and are technically/scientifically knowledgeable partners
with the skills and expertise to critically evaluate the deliverable reports or outputs
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and conclude whether task requirements are met or adjustments are needed before
the submission of the document. The selection of reviewers was made based on four
criteria:
= relevance of the reviewer expertise to the deliverable contents;
= nodirect or majorinvolvement in the preparation of the deliverable;
= optimal distribution of the reviewing workload for each partner within the
project duration in order not to burden their other activities;
= equal distribution of the reviewing effort among partners to the degree
that this is possible.
From the beginning of the project, the list of reviewing partners has been defined
covering all deliverables of the first period of the project(M18) taking into account the
expertise and workload of each assigned partner, to the extent that this was possible.
The detailed list can be found in Table 12

Dissemination Due
Level Date

Deliverable Name . . Type

Project management

D1.1 plan (PMP) & project L-PIT BAX R SEN M2
intranet
D1.2 Risk and innovation BAX L-PIT" R P M4

management plan
Data  management WP1

D13 plan & ethical L-PIT BAX DMP PU M4
guidelines
Updated DMP BAX
D14 (interim L-PIT DMP PU M18
.. UANT
actualization)
Mapping of RUG
D2.1 stakeholder ECON R PU M6
LOK
ecosystem
Intersectional UANT
D2.2 analysis UAEG LOGP R PU M6
p2.3 o oommerce WP2  L-PIT CHA R PU M9
customer journeys INPO
D2.4 Beha\{lqural models UAEG ALICE R PU M9
and willingness to pay BAX
Impact
D25 communication RUG ECON R PU M9
. 7GZ
strategies
KPIs and metrics
framework for co- LPIT
D3.1 creation and impact UANT LOK R PU M9
assessment
AnaIyS|.s of logistics UAEG
D3.2 operations & CHA LOGP R PU M9
business models WP3
Ideas and concepts F7C
D3.4 from co-creation LPIT CHA OTHER PU M12
sessions
ECON
p3.3 | rototypesand MVPs UAEG OTHER PU M15
co-created RUG
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Framework of UANT

D4.1 requirements for WP4 RUG R PU M15
. INPO
pilots
City profiles and LPIT

D6.3 review of relevant EU  WP6 BAX R PU M12
. . FzC
directives
Dissemination BAX

D7.1 strategy LPIT LOK R PU M6
Exploitation  plans: WP7 UAEG

D7.2 review and ALICE R PU M12

methodology 262

* due to the fact that these are strictly organizational documents and must be created in the initial phase of
the project, it is assumed that they will be verified in a simplified way, by one entity (except the author)

Table 14. List of reviewers for the first-period (18 months) deliverables of the project
6.5. Available tools for the quality assurance process

In order to facilitate the quality assurance activities of GreenTurn, a set of tools and templates
has been developed. These include:

= a peer reviewing scoring sheet for supporting reviewers perform their task
in a standardized and uniform way and highlighting the deliverable owners the deliverable
parts that require revision. The scoring sheet can be found in Annex llI;

= projecttemplates, including the document deliverable template, the project presentation
template, the meeting minutes template and the participants list (in physical or online
meetings) template. Deliverable templates are important for providing a standardized
format of reporting outcomes/ findings and for minimizing confusion. Moreover, they act
as check lists to ensure that vital parts of the output are included and it assists readers
(internal or external) to easily navigate and comprehend the message throughout a
number of different reports. Moreover, a specific naming structure must be followed in
order to have an official and unique way of identifying the project’s documents. Table 13
below presents the overall guidelines including the naming scheme for each document
type followed by examples.
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Doiu:nt Name structure to be used

Deliverables GreenTurn_DX.X - Title_v0.0_Date_Partner.docx (working documents)
GreenTurn_DX.X - Title_Partner.docx (Final document)
GreenTurn_MeetinglD_MeetingCity_Title_Date_Minutes_v0.0.docx (Physical
meetings)
GreenTurn_MeetingID_Online_Title_Date_Minutes_v0.0.docx (Online meetings)
Meetings identifiers:

Minutes of a

physical/online = KOM=Kick Off Meeting
meeting

= PM=Project Meeting(concerns reqular General Assemblies)
= TM=Technical Meeting

= RM=Review Meeting

Presentations GreenTurn_MeetinglD_ShortTitle_Date_Partner.pptx

Table 15. GreenTurn file naming structures

= the project document repository which supports the exchange of information
and optimizes the efficiency of the work. Files and folders are structured according
to the project processes (including the quality assurance process) andin alignment
tothe WPs in a clear and comprehensible way. Finally, issues of data security and digital
privacy remain crucial to ensure that work is not reached by not authorized personnel,
therefore user authentication was used. Documents (deliverables) in the process
of creation can be placed inthe Workspace folder, where, in addition, appropriate
subfolders are created for each WP (see Figure 4. Workspace folder on Teams group

= ). Placing working files (under creation) in this space gives users the opportunity to work
on a given document in parallel and make changes that are visible to everyone.

GreenTurn Shared space
WORKSPACE — WP10rganize & Flow
— WP2 Emphatise & Define
— WP3 Ideate & Prototype
e WP4 Test

— WP5 Validate

— WP6 Implement

L WP7 Share & Valorise
Figure 4. Workspace folder on Teams group

Finally, the rules and order of placing the deliverable files in the appropriate areas of the Teams
shared space is illustrated inFigure 5.
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GreenTurn Shared space

DELIVERABLES
[ Submitted Drafts )_0 Documents in review (forwarded for review, reviewed)
Ready to be submitted on EC platform
D11,D1.2,D13... — WP10rganize & Flow — = WP1 Organize & Flow — D1.1,D1.2,D1.3...
D2.1,02.2,D3.2... | WP2 Emphatise & Define — — WP2 Emphatise & Define —{ D2.1,02.2, D3.2...
D3.1,03.2, D3.3... |— WP3 Ideate & Prototype — — WP3 Ideate & Prototype — D3.1,D3.2, D3.3...
D4.1,D4.2, D4.3...| WP4 Test — — WP4 Test —| D4.1,D4.2, D4.3...
D5.1,05.2, D5.3... |— WP5 Validate — — WP5 Validate —1 D5.1,05.2,D5.3...
D6.1,D6.2, D6.3... | WP8 Implement — — WPB Implement — D6.1,D6.2, D6.3...
D7.1,07.2,D7.3... L WP?7 Share & Valorise - — WP7 Share & Valorise —1D71,D07.2,D7.3...

Figure 5. Deliverables folder on Teams group

7. Conclusions

This document is the first release of the GreenTurn’s Data Management Plan (DMP)and describes
in detail the data and the way it will be managed in the context of the project. It includes
an overview of the data that will be created, processed or utilized within the GreenTurn scope,
with details on the type and nature of the data involved in specific Work Packages, as well as their
relationship with the project objectives. A structured approach has also been established
and documented to ensure that GreenTurn’s data management will be following the FAIR data
principles as defined by the EC.

A full section of this report has been dedicated to address the protection of personal data
in compliance with GDPR (requlation) that has been designed to harmonize data privacy laws
across Europe, and protect and empower all EU citizens' data privacy, reshaping the way
organizations across the region approach data privacy. This section also covers all practices
that GreenTurn will follow to comply with the above and internal processes that GreenTurn plans
to enforce and apply.

Moreover, the report covers all the aspects of the Quality plan including the criteria, the rules
and the procedures that need to be followed during the GreenTurn project implementation,
including the different stages of the deliverable’s preparation, writing and submission.
Furthermore, the document describes the actions and processes to monitor the Quality
Assurance, ensuring that the project deliverables meet the defined quality standards,
while conforming to the security requirements. It also defines the peer reviewers for the first
period deliverables, selecting independent and appropriate reviewers in each case,
while an attempt was made to allocate the effort proportionally between them.
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Performance Means of verification Target values Compliancy
indicator
Data Creation
Format Compliance with existing standards | XLS, XML etc J orx
of data exchange
Availability and Whole package of data available, 100% received J orx
Readability non-corruption, whole percentage 100% accessible
collected
Fit For Use Data follow data compliancy for 100% usable by intended J orx
proper processing and review beneficiary/ies
Consistency and Data are consistent and complete Including 100% of J orx
Completeness for the intended purpose information for the
intended purpose
Relation Data follow a precise relation to 100% purpose precision J orx
their purpose
Data Processing and Analysis
Data logic Data can be and are processed New and processed data J orx
following a concise logic and follow precise data logic
approach
Organization and Suitable content organization of 100% organized data J orx
Utility data under processing
Validation Ensuring that the data under 100% validated and J orx
processing are correct and relevant | relevant data
Aggregation Whenever multiple dataneed tobe | 100% aggregate-able J orx
aggregated ensure that thisis done | data
ina concise approach
Transformation Transformation of data to the Capability of data for J orx
proper format(s) for processing transformation (if
needed)
Calibration Calibration of data for their Data properly calibrated J orx

intended purpose
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Data Publication and Utilization

Means-independent Transferring of the dataina 100% means independent J orx
means-independent approach transferability
Security (a) Data stored in a secure enough At least access control J orx
server provided overa TLS
protocol
Data Storage, Archiving and Re-Use
Up to date Ensuring that the stored data are 100% updated J orx
up to date for the specific purpose
and no later version exists
Meta Data Existence of meta data in stored Relevant metadata have J orx
files beenincluded into the
archive per data set
Security (b) Access control provided Access control setup J orx
Security (c) Server is considered as safe At least TLS connection J orx
enough (TLS connection protocol) configuration
Bandwidth Control of server bandwidth Effective storage server J orx
bandwidth > 2 MBPS
Expiration Properly setting expiration dates Expiration date noted J orx
for all data after which the data will
be deleted

GDPR Compliancy

To be completed for each type
of data falls under GDPR or is
connected to it in any way

Data Subjects Details

Overall Compliancy

data(internal,
external to
consortium).

keeping.

will be kept).

Personal Data Access Storage Purpose Duration Check
Description Determines who | Storage places Intended Duration of
Overall data has access to of actual data purpose of data stored data
description the particular and reasons for | (until when they
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Annex Il GreenTurn’s GDPR Policy

This Global Data Protection Policy(the “Policy”’)is drafted by L-PIT (the “Project Coordinator”) with
regards to the EU Horizon Europe Project GreenTurn, Contract Number 101147942 (the “Project”)
executed by the list of partnersincluded therein (the “Project Partners”)in order to:

+ Comply with the policy and legal requirements of the EU General Data Protection
Regulation (Regulation EU 2016/679, the “"GDPR"),

« Comply with all other applicable national and EU regulations and guidelines on personal
data processing,

» Comply with applicable regulations and best practices with regards to research projects
within the EU H2020 Research Programme,

- Raise awareness and improve knowledge among the Project Coordinator, the Project
Partners, as well as their employees and/or agents and/or contractors (collectively, the
“Policy Recipients”).

Because the field of data protection is a dynamic legal field of constant change, new
developments, in the form of new reqgulations, official reports and/or quidelines, are issued by EU
and national legislators, as well as, competent national authorities at a constant pace. In this
context, this Policy may need to be periodically updated by the Project Coordinator,
in order to remain relevant to legislative change. Accordingly, Policy Recipients will be duly
informed, and will be asked to provide their renewed consent upon any such updates.

Definitions

For the purposes of this Policy, the GDPR definitions, as set in Article 4 of the GDPR, apply.
Therefore, the following terms have the following meaning:

“Personal data” means any information relating to an identified or identifiable natural person that
is processed by any Project Partner and Policy Recipient during execution of the Project.

“Controller’ means the natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data;
where the purposes and means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided for by Union or Member
State law.

“Processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;

“Processing” means any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as collection, recording, organization, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, blocking, erasure or destruction.

“Consent” of the data subject means any freely given, specific, informed, unambiguous
and in writing indication of the data subject's wishes by which he or she, by a statement
or by a clear affirmative action, signifies agreement to the processing of personal data relating
to him or her.
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“Supervisory authority’” means the competent Data Protection Authorities within the Project
Partners'jurisdictions.

Aim of the above definitions is to particularise and complement the definitions of Article 4 of the
GDPR. Policy Recipients are advised to consult both texts in order to formulate the applicable
definitions each time.

Data protection roles and responsibilities

With regard to the actors involved in personal data processing, the consortium was able to
identify the following roles:

Controller

Data controller determines the purposes and means of the processing of personal data, its key
responsibility is to ensure that data collection and processing within the scope of GreenTurn,
will be carried out in accordance with EU and national legislation.

Lukasiewicz-PIT, as Project Coordinator, has been appointed as Data Controller.

tukasiewicz-PIT, has appointed internally a Data Protection Officer (DPQ). DPO can be reached at
office@pit.lukasiewicz.gov.pl.

Identification

The data controller previously identifies itself as such and ensures an effective implementation
of data protection measures in order to comply with the principle that personal data
are processed fairly and lawfully. The legal role of controller implies specific responsibilities
because provisions setting conditions for lawful processing are essentially addressed to the
controller.

Accountability

The GDPR provides fullaccountability of the controller regarding the compliance of its processing
of personal data with the law. To ensure the effectiveness of that obligation, it prompts the
Controller to follow an overall approach, achieving a genuine system of control and management
of its pertinent information. So, accountability and compliance system are elements of the
framework for the protection of personal data, in the cause / effect relationship: to be compliant
and able to prove it (accountability), the Controller needs to put in place a comprehensive
compliance system.

Data protection by design

The Controller considers data protection issues from the outset and from the design of the
Project, within the whole lifecycle of processing, in order to manage the issues in a proactive way,
to reduce costs and improve efficiency.

Data protection by default

The Controller standardizes data protection principles in personal data processing, products
and services. The measures adopted ensure that:

» Personal datais processed for purposes not different from the original purposes;
»  Only data necessary for these purposes are collected;
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. Data are not disclosed without human intervention.

Joint controller

In the event that at any time during Project execution the Controller processes personal data
in conjunction with a third party, by jointly determining the purposes and means of the
processing, they both act as joint controller. Both joint controllers determine the mutual
responsibilities with a specific arrangement.

Processor

Unless otherwise specified expressly in this Policy, all GreenTurn partners handling personal
data are considered as Data Processors, meaning that they process personal data under
the control and guidance by the Data Controller.

A processor processes personal data on behalf of the Controller -that is, the Controller delegates
all or part of the processing activities to them. In such event the Project contract assumes
the role of the relevant required written agreement as per GDPR requirements.

The processor warrants that it shall provide sufficient guarantees to ensure compliance
with the GDPR, has implemented appropriate controls to meet data protection requirements
defined by the agreement, instructions and/or legal requirements and ensures the protection
of the rights of data subjects.

Auditing

The Controller ensures the commitment of the Processor(s) to enable and contribute to any
review activities, including inspections, carried out by the Controller or other (EU authorities’)
auditors and/or reviewers, as appropriate.

Security

Each Project Partner undertakes that it adopts appropriate security measures to ensure the
security, integrity and confidentiality of personal information and electronic communications at
an adequate level with regard to Project purposes, and at any event at no lower lever than
processing of similar data within its own organisation.

DPO

Whenever required, following applicable GDPR and Member State respective legal requirements,
the Controller may designate a data protection officer ("DPQ") for assistance in monitoring
compliance with GDPR.

Lukasiewicz-PIT, has appointed internally a Data Protection Officer (DPO). DPO can be reached at
office@pit.lukasiewicz.gov.pl.

Identification

Each Processor appoints a DPO in accordance with the criteria and the requirements set forth
in the GDPR, as applicable to it. In such event, it shall notify the Controller in writing accordingly.
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Designation compulsory vs. voluntary

Each Processor documents the reasons supporting the designation of the DPO or, rather,
the reasons why such designation is deemed not necessary. This documentation forms part of
the data protection documentation system of that Processor.

Professional requirements

The DPO has sufficient authority, professional qualities and independence to ensure success in
hisrole, according to the GDPR provisions.

Tasks
The organization assigns to the DPO at least the tasks listed in the GDPR.
Notification to Supervisory Authority

Whenever a DPO is appointed the organization notifies the Supervisory Authority of such
designation and publishes DPQO's contact details.

People in charge of processing

Individuals who process personal data under the authority of the Controllers or Processor(s) must
receive specific formal instructions. Hence, the Controller gives specific instructions, relating
also to the implementation of security measures and safequards, to all of its personnel in charge
of processing personal data.

Training and awareness

All Project Partners’employees should be well informed and aware of data protection implications
and be able to carry out their obligations in their work. A data protection education
and communication program should be in place and supported by a monitoring system that
confirms all employees and/or contractors are appropriately trained on their data protection
responsibilities.

Policies and procedures

Data protection policies and procedures exist, are documented in writing, are formally approved
by management, implemented, reviewed, updated and approved when there are changes
to applicable laws and requlations.

All Project Partners understand, and the Controller may ask them to overview all their personal
data processing, the data protection risks and the applicable rules and procedures. In such event,
they shall provide it with all requested information to the best of their ability without undue delay.

Policy scope

The Controller determines in advance what is the law applicable to the processing of personal
data in a particular case, considering that according to EU law such determination comes from
legal principles and cannot be derogated by the parties.
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Establishment

Each Project Partner is established on the territory of EU Member States. In the event of any
change in establishment, the respective Project Partner shall notify the Project Coordinator duly
and in writing.

Unless otherwise expressly specified, each Project Partner is considered the controller
in that Member State.

Processor outside the EU

In the event of any subcontracting to an organization not established on EU territory (such
as subsidiaries pertaining to the same corporate group) that processes personal data of people
staying on EU territory, on behalf of a Project Partner, that organization qualifies as Processor
and ensures the fulfiiment of the obligations imposed by the GDPR for that specific part
of processing.

Personal data processing

Personal data

Personal data means any information relating to natural persons, that is or can be identified,
even indirectly, by reference to any other information including a personal identification
number, location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person.

Special categories of data

Special categories of personal data include data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership, data concerning health
or data concerning a natural person's sex life or sexual orientation as well as the processing
of genetic data and biometric data for the purpose of uniquely identifying an individual.

Inthe event of such processing the Controller and/or Processor respectively comply with specific
rules related to the processing of such data of special categories, as collecting specific informed
consent from data subject and applying stricter safequards.

When the Controller and/or Processor relies on data subject's consent as a legal ground
for processing special categories of data, it will meet all legal consent requirements; otherwise,
they are only processed if and to the extent it is based on one of the legal grounds listed
in the GDPR for the processing of such data.

Data anonymisation

Whenever possible, including non-detrimental to Project execution purposes, Controller
and Project Partners shall undertake efforts to keep personal data processed by them for Project
purposes anonymous or pseudonymous.

According to the GDPR, “anonymous information” is information which does not relate
to anidentified or identifiable natural person, or personal data rendered anonymous in such
amanner that the data subject is not or no longer identifiable. In this context, the GDPR does not
apply to the processing of such anonymous information, including for statistical or research
purposes.
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Similarly, “pseudonymisation” means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject
to technical and organisational measures to ensure that the personal data are not attributed
to an identified or identifiable natural person.

Newsletters, social media and other dissemination material

Unless otherwise expressly specified in Project contract, the Controller shall be responsible for
the personal data processing carried out for Project dissemination purposes. To this end, the
Controller shall:

« Collect and keep all relevant personal data (including lists of contact details), or copies
thereof;

« Monitor relevant communications;

+ Address to Project Partners instructions and guidelines on Project dissemination
activities (including any EU or other state guidelines, whenever available);

« Inform Project Partners of any policy or legal requirements reviews and changes.

Special categories of data

Special categories of personal data include data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership, data concerning health
or data concerning a natural person's sex life or sexual orientation as well as the processing
of genetic data and biometric data for the purpose of uniquely identifying an individual.

It is not anticipated in the GreenTurn project to collect or process any special categories of
personal data. However, in the event of such processing the Controller and/or Processor
respectively comply with specific rules related to the processing of such data of special
categories, as collecting specific informed consent from data subject and applying stricter
safeguards.

When the Controller and/or Processor relies on data subject's consent as a legal ground for
processing special categories of data, it will meet all legal consent requirements; otherwise, they
are only processed if and to the extent it is based on one of the legal grounds listed in the GDPR
for the processing of such data.

Data subjects
The individual whom the data refers to is the data subject. The GreenTurn project assumes the

following data subjects to be involved:

» Individuals whose personal data are generated from GreenTurn actions connected with
interviewees and experts providing opinions and evaluations to the project as well as
individuals participating in the project activities (e.g. surveys, focus group interviews,
workshops, pilots).

» Individuals whose personal data are being collected, held or processed by GreenTurn
partners for the purposes of dissemination and consultation.

 Partnersthemselves.
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It is not foreseen that any processing of children's personal data, which by Law require a special
legitimate basis and a different consent procedure, will be carried out. In the event of such

processing the Controller shall be informed in advance and in writing by Project Partners.

Rights of data subjects

The project applies GDPR rules in terms of protection of data of all individuals whose personal
data are generated from GreenTurn actions connected with interviewees and experts providing
opinions and evaluations to the project as well as individuals participating in the pilots as well as
allindividuals whose personal data are being collected, held or processed by GreenTurn partners
for the purposes of dissemination and consultation enabling requests coming from web page
communication or contact details of responsible person.

The individual whom the data refers to (data subject) is entitled with specific rights set forth
by the law. The GDPR requires that each Controller and/or Processor, as appropriate, must
facilitate the exercise of the data subject’s rights, take action on the request within a specific
time frame and must communicate the information requested inanintelligible and easy to access
form.

* Right of access

Any individual must be able to exercise the right of access to data relating to him which
are being processed.

* Right to rectification

Each Controller and/or Processor, as appropriate, should have a procedure in place
for data subjects to request rectification of their personal data. The procedure specifies
in which cases rectification is legitimate. If a data subject’s request for rectification
is legitimate, this is executed across all relevant data storage facilities, including those
managed by third parties.

* Right to erasure

Each Controller and/or Processor, as appropriate, should have a procedure in place
for data subjects to request erasure of their personal data. The procedure specifies
in which cases erasure is legitimate. If a data subject’s request for erasure is legitimate,
this is executed across all relevant data storage facilities, including those managed by
third parties.

* Right to restriction of processing

Each Controller and/or Processor, as appropriate, should have a procedure in place for
data subjects to request restriction of processing of their personal data. The procedure
specifiesin which casesrestriction is legitimate. If a data subject’s request for restriction
of processing is legitimate, this is executed across all relevant data storage facilities,
including those managed by third parties.

* Right to data portability

Each Controller and/or Processor, as appropriate, determines which processes are
subject to the right of data portability as well as when the requirements for such right are
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met. Data subject canrequest the organization to receive a machine-readable copy of the
personal data the organization holds about them and where possible, enable the transfer

of this data to another data controller.

Portability right can be exercised when:

1. Processing operations are based on data subject's consent or on contract;

2. Personal data concerns the data subject and are the same that the latter has provided
to the organization;

3. Theright does not adversely affect rights and freedoms of others;

4. The processingis carried out by automated means.

Each Controller and/or Processor, as appropriate, implements appropriate measures and

procedures to provide data subject, who is entitled to, with a structured, commonly used

and machine-readable copy of the personal data it holds about him and where possible,

to enable the transfer of this data to another data controller indicated by data subject.

* Right to object

Where personal data are processed for scientific or historical research purposes or
statistical purposes, the data subjects have the right to object on grounds relating to their
particular situation (unless the processing is necessary for the performance of a task
carried out for reasons of public interest). The right to object is explicitly brought to the
attention of the data subject at the latest at the time of the first communication with the
data subject, presented clearly and separately from any other information. Measures
should be in place to assess such objections and to ensure that such processing ceases
when the request is legitimate and needs to be respected.

Data subjects have right to object, on request and free of charge, to the processing of
personal data relating to them for purposes of direct marketing.

» Automated decision making

Data subject has the right to object to any automatic decision-making (including
profiling).

Each Controller and/or Processor, as appropriate, will have determined which processes
entail automated decision-making (including profiling) and will have established
measures to allow data subjects to object to such automated decision making and
profiling. Suitable measures are in place to safequard the data subject's rights and
freedoms and legitimate interest, at least the right to obtain human intervention on the
part of the Company/controller, to express his or her point of view and to contest the
decision.

» Timely response to exercise of rights

Each Controller and/or Processor, as appropriate, must confirm to data subjects without
delay whether data relating to them are processed and communicate the data to themin
an intelligible form. Each Controller and/or Processor, as appropriate, should implement
internal proceduresin orderto be able to provide a timely response to the requests of data
subject for the exercise of his rights.
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Measures have to be implemented in a way that effectively allows an individual to exercise
his or her right to personal data, and that enables Each Controller and/or Processor, as

appropriate, to respond to such request appropriately within the required timeframes.

Data recipients

The GreenTurn project assumes the following data recipients to be involved:

« Project partners, who will receive personal data (alone or embedded into other project-
related data) for the development of tools and measures.

» For GreenTurn deliverables that will be made public, personal data will be eliminated or
anonymized from the delivered data sets (only statistical type of information will be
present).

Transmission of data among GreenTurn partners

Personal related data, collected as part of the GreenTurn project, may be shared among partners
for project specific purposes only. However, such data will never be sufficient to lead to
individual identification (all personal identity disclosing values i.e., names, IDs, VAT No, social
security numbers etc. will be eliminated). The same applies for addresses and locations that
might lead to person identification. If postcodes will be used, they will be disambiguated to
ensure a single specific individual or household cannot be identified. All personal data will be
considered, analysed and transformed to a level of granularity not leading to or identifying an
individual.

Despite of these measures, GreenTurn does not consider personal data processed under its
scope as not identifying individuals (“anonymous data”), something that would exclude
application of any data protection law. Onthe contrary, GreenTurn appliesall EU and national data
protection law requirements, on top of warranting the above level of encryption to all personal
data exchanges carried out in its course.

According to the Project’s Description of Action while collection will be undertaken by certain
project partners, the outcome of this process will be made available to othersin order to execute
the relevant processing.

It is the Consortium’'s understanding that not all of the GreenTurn partners will undertake
personal data processing, neither will personal data be shared or made available to all GreenTurn
partners as well. This information has been conveyed to it by the Project Coordinator and may be
also confirmed through examination of the Project’'s Description of Work. Consequently, a
distinction needs to be made among GreenTurn partners, as follows:

« GreenTurn partners who will process personal data by way of collection,
« GreenTurn partners who will process personal data by way of data transfer,

« GreenTurn partners who will not undertake any personal data processing under the
project.

Consequently, the Consortium recommends that all GreenTurn partners under points(a)and (b)
above are instructed to undertake relevant data protection measures. These may include,
depending on each particular case, either collection of consent forms by the individuals
concerned and/or registration with the appropriate (according to the place of establishment)
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Data Protection Authority, whenever applicable under the post-GDPR legal environment, and/or
adherence to the GreenTurn project online privacy policy (see below).

Transmission of personal data to state authorities

While no transmission of personal data to state (in particular, law enforcement) agencies is
scheduled to take place under the GreenTurn project, the Consortium felt it important to discuss
the relevant issue. It is the consortium’s understanding that the exchange of information from
project partners is listed among the European Commission’s objectives in order to achieve an
increased level of security in the field. Therefore, GreenTurn project is likely to enable, if not
warrant, such exchanges of personal data. In this context, the Consortium believes that the issue
needs to be takeninto consideration, evenifitis not directly connected to the GreenTurn project
deliverables.

The transmission of personal information by private entities (corporations) to state law
enforcement authorities in order for it to be processed in the security context poses legal and
ethical issues. Individuals may willingly, or in the normal course of their business, provide their
personal information for standard business processing but may feel less willing if they are aware
that security state agencies will also be granted access to this information. There is a qualitative
change between processing by corporations and processing by security agencies. In addition, if
personal data enter the law enforcement system in a particular country, individuals also need to
know to which other countries these data may be made available, because this may affect their
travelling or international communications routines. While it may be true that personal data
collectedunder the GreenTurn project are common data(name, job title and description, address
etc.), it is not unlikely that if they are correlated, they may reveal religion or other sensitive
information (see the analysis on profiling that follows). Consequently, the Consortium believes
that the issue of transmission of data in the context of the GreenTurn project to state law
enforcement authorities needs to be dealt with separately. After all, such processing exceeds
the scope of the GDPR and enters into the realm of the Police and Criminal Justice Data
Protection Directive (Directive 2016/680), which normally exceeds the boundaries of this Project.

It is therefore the Consortium understanding that the project plan of GreenTurn does not
prescribe any personal data exchange with authorities. Further, as described above, GreenTurn
does not hold personal data information with respect to the applications developed, and the
project developed datasets will be audited to guarantee that the above condition is constantly in
place without any violation. However, the data controller was made aware of the above
distinctions.

In addition, in view of unforeseeable future developments, such as a project extension, the
Consortiumrecommends that special measures are undertaken by the Project Coordinatorinthe
event that personal dataunder the GreenTurn L project are transmitted to state law enforcement
authorities. In the event that such measures are difficult to implement or could seriously affect
the deliverables and success of the project, the Consortium invites the Project Coordinator to
consider not undertaking any such exchanges at all during the GreenTurn project execution
stage.
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Technical and organizational measures

The Controller and each Project Partner, as appropriate, adopts appropriate technical and
organisational measures with regard to Project execution (the “Measures”), and reviews and
updates them where necessary.

Technical measures involve passwords and safekeeping of the data repository system of
Teamwork. Registering credentials of users (checking who has access to data). Project partners
are allocated with proper access levels and rights to data repository to ensure data safety.

Organizational measures, on the other hand, involve the processes in identifying the data sets
used, updating them and keeping track of who has what. These involve:

* Meetings/ management calls in case there is a need to discuss data processing

+ Data Management Plan as a data inventory exercise

* Reports/ records for data to update live information.

* Allocation of roles and responsibilities amongst the consortium as to who does what in
terms of the personal data processing and security

A set of technical and organisational measures have been specified to ensure and to be able to
demonstrate that processing is in compliance with GDPR.

Data anonymization principle

Whenever possible, including non-detrimental to Project execution purposes, Controller and
Project Partners shall undertake efforts to keep personal data processed by them for Project
purposes anonymous or pseudonymous.

According to the GDPR, “anonymous information” is information which does not relate to an
identified or identifiable natural person, or personal data rendered anonymous in such a manner
that the data subject is not or no longer identifiable. In this context, the GDPR does not apply to
the processing of such anonymous information, including for statistical or research purposes.

Similarly, “pseudonymisation” means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal data are not attributed to an
identified or identifiable natural person.

Both methods involve masking personal data by removing or encrypting the data field that makes
it possible to link the information to an individual, such as name, address or passport number. So,
if data is breached the party acquiring the data cannot really make use of it as there is a key
missing decoding the data. However, the difference between the two is that pseudonymization
can be reversed. Using separately held information, such as an encryption key, one can retrieve
the identifiable information when needed to link the data back to an individual. Once data has
been anonymized, however, it can never be linked back to an individual. Anonymization is
permanent.
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Data protection documentation system

Register of processing activities

Each Controller and/or Processor, as appropriate, with regard to their processing activities must
set up a relevant record, maintained in writing (including in electronic form) and made available
easily and swiftly to the supervisory authority on request, as per applicable legal requirements
within their respective Member States. The record of processing activities shall contain all the
information required by GDPR.

Consequently, the Controller shall have an up-to-date overview of all personal data processing
activities and shall maintain records within the Project, that meet the legal requirements posed
by the GDPR. By so doing, the Controller will be able to demonstrate compliance to any
Supervisory Authority or other state or EU authority concerned.

For the avoidance of doubt, each Project Partner carries the same responsibility above within its
own respective organisation.

Register of data breaches

A specific register where the breaches have to be recorded together with other information
specified by the law, must be maintained by the Controller and shown to the Supervisory Authority
upon request. This register is an important element of the data protection documentation
system.

Project Partners need to notify immediately and in writing the Controller of any personal data
breach within their respective organisations that affects execution of the Project in any way, and
to cooperate with the Controller while applying relevant GDPR legal requirements.

Data breach
According to GDPR, the Controller and/or Processor, as appropriate, has to implement adequate

Measures in order to prevent personal data breaches.

In addition, the Measures should be able to minimize the adverse effects, in case a security breach
to personal data relating in any manner to the Project occurs anyhow.

Should a data breach occur, GDPR sets forth that the Controller and/or Processor, as appropriate,
has to notify it to the Supervisory Authority providing specific information, without undue delay
and in any case no later than 72 hours from the time of knowledge.

When the breach leads to significant risk of serious adverse effects on the data subject(s) or
serious adverse consequences for the protection of personal data, also the latter must be
informed without undue delay.

Data transfers to third countries

No international transfers of personal data are expected to take place under the Project.

In the event that any Project Partner wishes to carry out such personal data processing, it shall
notify the Controller in writing and in advance. Unless otherwise expressly specified, any
international data transfers carried out by any Project Partner for any reason during Project
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execution take place at its own exclusive liability and responsibility; same Project Partner shall
hold all other Project Partners (including the Controller) harmless from any legal or other claims

arising for such personal data processing.

Sanctions and damages

In case of violation of data protection principles and rules, each Project Partner (including the
Controller)is responsible for damages and is subject to sanctions. Possible violations may involve
civil liability and sanctions in order to ensure that any relevant damage is compensated.

The Project Partner(including the Controller)that is liable for said damages and/or sanctions shall
hold all other Project Partners harmless from any claims, costs, and expenses arising from
relevant GDPR infringement.

Data processing

Data processing means any operation, or set of operations, carried out with or without the help
of electronic or automated means, concerning the collection, recording, organization,
keeping, interrogation, elaboration, modification, selection, retrieval, comparison, utilization,
interconnection, blocking, communication, dissemination, erasure and destruction of data
whether the latter are contained or not in data bank.

Principles for legitimate processing

European Union data protection law set forth the following specific principles which have to be
complied with for the processing to be legitimate.

Pertinence and necessity - The Controller should implement management practices to fulfil the
obligation to collect only relevant and necessary data for a specified purpose.

Purpose limitation - Personal datais collected for specified, explicit and legitimate purposes and
not further processed in a way incompatible with those purposes. The Controller has a clear
overview of all purposes for which personal data is processed. Personal data is not processed for
purposes besides the original purposes, unless the (secondary)use is compatible.

Data minimization - Personal data collected by the Controller must be adequate, relevant and
limited to what is necessary in relation to the purposes for which they are collected and further
processed; if the same purposes can be realized in a less data intensive way a preference is given
to that method.

Data update - Personal datais accurate, and, where necessary, kept up to date. Every reasonable
step is taken to ensure that personal data that are inaccurate, having regard to the purposes for
which they are processed, are erased or rectified without delay.

Data retention - Personal data is kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the personal data are processed. The
Controller and/or Processing concerned should have processes and policies in place to:

« determine what the applicable (minimum and maximum) retention periods are for the
personal data that is being processed;
« ensure that relevant retention periods are monitored.
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People in charge of processing

Individuals who process personal data under the authority of the Controllers or Processor(s) must
receive specific formal instructions. Hence, the Controller gives specific instructions, relating
also to the implementation of security measures and safequards, to all of its personnel in charge
of processing personal data.

Training and awareness

All Project Partners’employees should be well informed and aware of data protectionimplications
and be able to carry out their obligations in their work. A data protection education and
communication program should be in place and supported by a monitoring system that confirms
all employees and/or contractors are appropriately trained on their data protection
responsibilities.

Policies and procedures

Data protection policies and procedures exist, are documented in writing, are formally approved
by management, implemented, reviewed, updated and approved when there are changes to
applicable laws and requlations.

All Project Partners understand, and the Controller may ask them to overview all their personal
data processing, the data protection risks and the applicable rules and procedures. In such event,
they shall provide it with all requested information to the best of their ability without undue delay.

Notice and consent

Notice

Each Controller and/or Processor, as appropriate, provides the information required by law to the
data subjectinaconcise, transparent, intelligible and easily accessible form, using clear and plain
language, in particular for any information addressed specifically to a child.

The data protection notice informs data subjects about the processing of personal data relating
to them, even when the personal datais not collected from them as well as of their rights, in order
to let them verify in particular the accuracy of the data and the lawfulness of the processing.

Free and informed consent

Personal data is processed if and to the extent that the data subject has given valid consent to
the processing for one or more specific purposes, or another legal basis for processing exists.

Systems or applications are able to document the explicit consent of the data subject so that it
can be evidenced at any time.

Other legal grounds for a legitimate personal data processing are the following:

« performance of a contract;

« legal obligation;

« publicinterest;

« legitimate interest of the controller or third party.
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If "legitimate interest" is used as a basis, the interests that have preceded to the decision, need
to be documented as well as any possible mitigating measures which will be taken to be able to

proceed with personal data processing based on the defined interests.

Withdrawal of consent

Data subject’s consent can be withdrawn at any time; even though it will not affect the lawfulness
of processing based on consent before its withdrawal.

Data protection assessment

Assessment

In the event that a Data Protection Impact Assessment ("“DPIA") is carried out under the Project,
the Controller shall ensure that personal data receives the appropriate level of protection in
accordance with the assessed data protection risk.

The decision whether to carry out a DPIA under the Project, unless undertaken in respective
Project contract, will be made by the Controller upon prior written consultation with the Project
Partners.

Adequacy of protection

The Controller, assisted by Project Partners, should have a process in place in order to assess for
all processing the risks of varying likelihood and severity for the rights and freedoms of natural
persons, taking into account the nature, scope, context and purposes of personal data
processing.

Impact assessment in case of high risk (DPIA)

When the preliminary assessment highlights that processing represents high risks, a formal and
documented DPIA is carried out by ascertaining possible impact on data subject.

DPIA is conducted in such a way to meet all the requirements set forth by the GDPR (art. 35)
in order to confirm the quality and validity of the findings.

Prior consultation to Supervisory Authority

The Controller has a process in place and roles are assigned in order to ensure that when a DPIA
determines that the processing represents high risks, the competent Supervisory Authority
is consulted prior to the processing.

GreenTurn list of Stakeholders Advisory Board Contacts

The GreenTurn list of Stakeholders Advisory Board (SAB) contacts relates to an excel sheet that
includes the names of all the SAB Members and contact persons and their email address. It also
indicates their expertise (justifying the purpose of contacting each of them) along
with the organisation they belong. Both the Project Coordinator and Consortium Partners have
access to this list of contacts. The purpose of this list is to keep a well organised list of Project
SAB contacts for the GreenTurn communications. The data will be erased after the project end
and not kept or maintained after the project end. This list is being stored at the Green Turn Teams
server. Any person has the right to opt out of this list by direct email to the project coordinator.
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Meetings’ related material

This relates to any document created and used for the purposes of project meetings. These may
relate to agendas, presentations, minutes, signature lists or any other internal document created
for the purposes of GreenTurn meetings. All these documents will be created and maintained
forinternal purposes of GreenTurn and only GreenTurn partners will have access to them
at GreenTurn Teams under the meetings section. They will be kept for b years after the project
end (for auditing reasons). Any person has the right to opt out of being mentioned in these by
direct email to the project coordinator before or after the meeting.

Workshops/Conferences and Training sessions

These data relate to the creation of workshops, agendas, programmes, participants’ lists etc.
and in general dissemination material related to GreenTurn organised workshops. Regarding
the external publication of this material, we consider that this material can be fully anonymized
so that it excludes personal information from the presenters/participants in the related
programmes/agendas that will be shared publicly. For the parts of the related material that will
be used for the workshop organisation internally to GreenTurn, the related files will be stored
in the GreenTurn Teams server under the section meetings. The data will be kept for 5 years after
the project end for auditing reasons. Any person has the right to opt out of being mentioned
in these by direct email to the project coordinator before or after the event.

Reporting

Reporting refers to internal and external (EC) documents including GreenTurn's progress
of activities, technical overviews etc. Related files will be including documents (reports
with no personal identifiable information) and financial data (C forms) sometimes including
personal data. The purpose of these data is financial so that partners can claim budget requests
for their related effort in GreenTurn. C forms will be maintained by the project coordinator only
and stored at internal and secure server. These(per partner)data are not to be shared with anyone
internally or externally to GreenTurn, will be kept for 5 years after the project end (for audit
purposes) and will be deleted after this date. Opting out of these data will be possible
but will require an updated Form C to be submitted by the project partner.

Deliverables, internal documents and other GreenTurn reports

During GreenTurn project run-time, a large series of documentation and reporting
will be provided relating to the project deliverables and/or internal documents etc. These files will
be used for the project contractual obligations and shared to: GreenTurn partners, EC, public
(depending on dissemination level). In these documents, the names of authors will be included.
Following this, as far as the internal (to GreenTurn) and EC distributed documents are related,
they will be used only for the purposes of reporting and stored in the GreenTurn Teams channel
under the deliverables section. Reports that will be shared publicly (public deliverables)
will mention only the partner name and not any other personal information. All reports will be kept
for byears after the project end for auditing.

Source codes

As far as the inclusion of personal information inside source codes is concerned, GreenTurn
intends to not use any such information into actual source code files produced in the framework
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of GreenTurn foreground. In case that any partner wishes to include any personal information,
arelated consent form will have to be created, used and signed by the data owner(s).

Usage of cookies(in GreenTurn sites)

In the cases that in a GreenTurn application (web) the usage of cookies is needed, a related pop-
up window informing the user must be present, prompting the user to accept (or not) the
conditions under which her/his personal information are stored. GreenTurn will maximize efforts
to reduce the usage of cookies in its web developments.

Lists of stakeholders and GreenTurn contacts

This list refers to internal GreenTurn lists of external stakeholders including potential
technology/results up-takers, major links with end-users and other stakeholders. This list
will be used for communication purposes of GreenTurn, no external access will be allowed
(restricted to GreenTurn partners) and will be collected and stored by WP leaders. When people
are beingregistered to thislist, aconsent by email will have to be sent by the data owner. The data
will be kept until the GreenTurn project’s end. Any person has the right to opt out of being
mentioned in these by direct email to the project coordinator.

Project related research data (data from pilots)

Any data circulated internally to GreenTurn for research purposes(i.e., data from pilots for source
code analysis, sensor data for analytics etc.) must be fully anonymized by the data owner
(in this case the data controller) and not relating in any case to personal information, as stated
in the sections above.

Any other GreenTurn related data

In case that personal information needs to be added in any other document in GreenTurn project,
the controller (document creator) will have to notify the data owners of their personal details
being included into the related document, purpose, retention, storage etc.

Personal data in newsletters, social media and other dissemination material

Unless otherwise expressly specified in Project contract, the Controller shall be responsible
for the personal data processing carried out for Project dissemination purposes. To this end,
the Controller shall:

e Collect and keep all relevant personal data (including lists of contact details), or copies
thereof;

e Monitor relevant communications;

e Provide to Project Partners instructions and guidelines on Project dissemination
activities(including any EU or other state guidelines, whenever available);

e Inform Project Partners of any policy or legal requirements reviews and changes.
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| Deliverable Number
|D¢|ivlrnl|l| Name
|Version
|Rﬂiw result
Name Email Phone
|Deliverable Author
Reviewer
Content
Explanation of
# Criterla Explanation Scoreby ST || EEE T
improvements Author/Writer
Reviewer
1|Main objective of the Does it set out to do what it says in DOW?
deliverable Are objectives clearly and simply stated and in line with the Description of Work
task description)?
Further is it clear how these objectives are relevent to the overall targeted results
of the project as awhole?
2|Conformance of Did the deliverable do what was promised?
Results |s the aim of the deliverable achieved? Do the findings and results o
match the objective cribed in the Description of Work and are these results
clearly described in the deliverable.
3|Methodology Was the work, development, trial, experiment or study conducted in a sensible
way?
Are the Methods/procedures appropriate and corr
4|References and Have they overlooked any state of the art, previous work, related projects,
building on previous |regulations or best practices
__|work Does the report include and make use of relevant and necessary references?
5|Plagarism |s there plagarism in the document and is previous work or work of others clearly
identified as such?
B|Conclusions |s there a conclusion chapter and does it make sense?
The conclusion chapter reflects all described main important issues in the report.
The conclusions are well based, relevant and applicable.
7|Usefullness of |s the deliverable (and associated results) actually useful to downstream tasks or
results customers.
Is it clear that the results are useful and relevent?
Is it clear how results can be accessed
Are plans realistic and actionable?
|s it clear that they are not committing downsteam tasks to something impossible.
For example KPI targets which cannot be reached or measured.
Structure and readability
Explaination of
# Criteria Explaination Score by e s e
improvements Author/Writer
Reviewer
8|Readability Canyou understand it easily?
Is the document e read and understandable
9|Structure Is the structure of the deliverable logical and easy to follow?
If you feel it is not, please suggest changes to the structure to make it more
accessible
10|Language Are there any obvious spelling or grammar mistakes?
|s the English in the deliverable good?
|s the writing style clear, consise and accessible?
11| Consistency with Can the reader easily tell{e.g. by looking at the table of contents) where in the
D iption of work | do each point in the DOW is addressed?
|s it clear that the deliverable reflects the description of work?
Presentation
Explaination of
Suggested Response from
# b SHEET —l improvements Author/Writer
Reviewer
12| Template |s the document template properly applied?
13|Graphics Are figures and tables legible and referred to in the text?
14|Length |s deliverable less than 100 pages in total?
15| Referencing Are the papers and other sources correctly cited and referenced?
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16| Terms Are terms defined in the glossary?
Unususal technical terms and acronyms should be added to the glossary. Ideally
they should also defined in text the first time they are used unless this reduces
readability or they are well known.
Overall conclusion
Explaination of
# Criterla Explaination Score by e s o
impr t: Author/Writer
Reviewer
Green - The deliverable can be submitted as is but could be improved if the issues
raised are addressed.
17 |Quality [Amber - The issues raised must be addressed before submission
Red - There are substantive issues with the deliverable they need to be addressed
and it will require a second review.

Write general remarks/comments and conclusions
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