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1. Introduction

LEAD created Digital Twins of urban logistics networks in six cities, to support
experimentation and decision making with on-demand logistics operations in a public-private
urban setting. Innovative solutions for city logistics are represented by a set of value case
scenarios that address the requirements of the on-demand economy while aligning competing
interests and creating value for all different stakeholders. Each value case combines several
measures (LEAD strategies): a) innovative business models, b) agile urban freight storage
and last-mile distribution schemes, c) low-emissions, automated, electric, or hybrid delivery
vehicles, and d) smart logistics solutions.

Cost, environmental and operational efficiencies for value cases have been measured in 6
Living Labs (LL). Evidence-proven value cases and associated logistics solutions have been
delivered in the form of exploitable Digital Twins, incorporating the models that support
adaptation to different contexts and that provide incentives for PPPs.

The LEAD consortium comprises 22 partners, all of whom are involved in the Living Labs,
supported by 5 international partners for knowledge transfer. This structure incentivizes the
co-creation of solutions by city authorities, logistics industry leaders, start-ups, and research
experts in freight modelling, complex simulation and logistics optimization.

This report is developed in the context of WP4 - LEAD Adoption and Growth Roadmap which
maximises project's visibility and develop an ecosystem of stakeholders, including EU
institutions, public authorities, industry actors and SMEs that will actively contribute to the
project success.

The purpose of this document, D4.7 Standardization Recommendations, is to implement a
set of recommendations for standardization dedicated to the LEAD Digital Twin framework
focusing on urban logistics. We will provide a reference architecture building a basis for future
implementations of a Dynamic Data-Driven Application System (DDDAS) for decision making
in order to organize goods distribution operations in cities.
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The following table maps the contents of this document to the requirements of the GA.

Table 1 Deliverable’s adherence to LEAD objectives and Work Plan

LEAD requirements

Section of D4.7
addressing LEAD
GA

Comments

D4.7 Standardization Recommendations (ISX, M36)

Recommendations report to standardisation groups and bodies

-Implementation a set of recommendations for 1 Show how the
standardization dedicated to the LEAD Digital Twin 3 LEAD
framework focusing on urban logistics reference
architecture
links to
existing
standards
-Reference architecture building a basis for future 3.2 Description of
implementations of a Dynamic Data-Driven Application 3.3 LEAD’s
System (DDDAS) for decision making in order to 3.5.1 reference
organize goods distribution operations in cities architecture
The structure of the system with its elements as well as 3.3 Description of
the interactions between each element and the 3.4 LEAD’s
environment will be described. 3.5 reference
architecture
- The architecture will be based on the ISO/IEC/IEEE 1.4 Addressing
42010 “Systems and software engineering - Architecture 2 the
description” standard, addressing “the creation, analysis 3 components
and sustainment of architectures of systems through the 4 of the
use of architecture descriptions”. standard
through the
TOGAF
definitions in
the LEAD
reference

architecture
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This document is public and is aimed at the project partners, individuals in those
organizations, the EU, EU Reviewers, and any individual who wishes to gain insight into the
digital twin architecture focusing on urban logistics.

This task gathers main recommendations for providing a reference architecture for
establishing future implementation of DT in urban settings. Its relationship to other tasks and
deliverables ( [2], [3], [4], and [5]) is as follows (see Figure 1):

e T4.2 International Collaboration - Liaison with other EU projects and initiatives:
This task will define and prepare a clustering plan with associated activities and
promoting the exchange of results, sharing knowledge, experience and best practices.

e D4.3 Communication and Outreach Activities: T4.3 will build a vibrant ecosystem
around the project targeting EU institutions, public authorities, industry players, SMEs.

e D4.4 Advisory Board, Transferability Platform and Policy Recommendations:
Through the Digital Twinning it is possible to visually define scenarios: the instrument
is particularly effective from a communication perspective but needs the proactive
participation and understanding of local stakeholders. At the same time, the approach
is easily transferable to different cities and local contexts.

e T3.2-T3.7 Living Lab Implementation: Theses tasks prepare and implementation of
the 6 LLs.

e T3.8 Impact Assessment, Solutions Validation and Learning Conclusions: The
overall goal of this task is to assess the potential of LEAD solutions to achieve low-
emission adaptive last mile logistics.
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Figure 1 Deliverable (D4.7) dependencies

This deliverable is broken down into the following sections:

Architecture vision: This first phase ensures that the architecture is considered as a
whole, by creating architecture content by cycling through the business, information
system, and technology architecture. This enables to provide a big-picture of the
targeted LEAD Platform, its main business process, the high-level architecture, and
the implementability of the architecture. This phase helps as well to converge to a
target and refine each level during the next iteration of the architecture development
method.

Business Architecture: Based on the TOGAF recommendations [1], this phase
enables to identify and analyse the Architecture Building Blocks (ABBs) that captures
the architecture requirements to guide the development of the required solution
building blocks. Each component in LEAD is considered as an ABB, considering, in
the next architecture levels, several concepts such as the business, data, application,
and technology requirements, the fundamental functionality and attributes (behaviour,
interfaces provided, including security aspects), interoperability (where applicable) and
dependence between building blocks.

Information System Architecture: This architecture level is focusing on the internal
structure of the identified components during the business architecture, along with the
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required data structure and component interactions. It enables also to analyse
technically the identified components that should cover the targeted features. We
analyze the different solutions that exist in the market referred to as Solution Building
Block (SBB) to implement the required component. Each SBB will be evaluated in the
form of ‘“+++’ and ‘---’ to cover the functionality, parameters, and security. The more ‘+’,
the better a solution will be covering such aspects, while more ‘- ‘, the less likely a
solution is going to be selected for reuse. In terms of reusability, the tool evaluated are
ensured to have an open-source and reuse/extend of source code open enough to
allow the exploitation of such tool beyond LEAD.

e Technology Architecture: This last phase enables to define the communication
endpoints of the identified components in the Information System Architecture to be
used during the implementation. The focus is on API definitions and common data
models that are provided for LEAD inter-communication, as well as the security
aspects and the infrastructure that supports the LEAD platform.

In this section we present the methods and tools used to support this architecture
development effort. The goal is to design and consolidate a reference architecture for city-
oriented digital twin systems.

1. ISO/IEC/IEEE 42010

ISO/IEC/IEEE 42010 is an International Standard titled: Systems and software engineering
— Architecture description. The Standard, published in 2011, is the result of a joint ISO and
IEEE revision of the earlier IEEE Std 1471:2000: IEEE Recommended Practice for
Architectural Description of Software-Intensive Systems [6]. IEEE 1471 was developed by the
IEEE Architecture Working Group under the sponsorship of the IEEE Software Engineering
Standards Committee. In September 2000, the IEEE Standards Board approved IEEE 1471
for use. In March 2006, IEEE 1471 was adopted as an ISO standard. It was published in July
2007 as ISO/IEC 42010:2007. Its text was identical to IEEE 1471:2000. ISO/IEC/IEEE
42010:2011 replaces both ISO/IEC 42010:2007 and IEEE Std 1471:2000.

2. What does the Standard standardize?

The original IEEE 1471 specified requirements on the contents of architecture descriptions of
systems. An architecture description (AD) expresses the architecture of a system of interest.
An AD could be a document, a repository or a collection of artefacts used to define and
document an architecture [6]. ISO/IEC/IEEE 42010 adds definitions and requirements on

11



< < < Technical Requirements-Solution Architecture

architecture frameworks and architecture description languages (ADLs) as conformance
cases.

The Standard defines architecture as fundamental concepts or properties of a system in its
environment embodied in its elements, relationships, and in the principles of its design and
evolution.

3. Conceptual Model of the ISO/IEC 42010

The Standard has several parts. The first part is a conceptual model of architecture
descriptions (ADs). The conceptual model, sometimes called the “metamodel”, defines a set
of terms and their relations. This metamodel has been widely used and discussed in industry
and in the academic literature. The conceptual model establishes terms, their definitions and
relations which are then used in expressing the requirements.

Architecture

Description
0.
expresses
v
1.7
has interests in P exhibits P> i
Stakeholder System Architecture
M 0 0.*
1. : 1.+
1
0..*
System . )
Concern ¥ situated in
1
i Environment
Purpose

Figure 2 Meta-Model of the ISO/IEC/IEEE 42010 [7]

As described by [6], the elements of the diagrams refer to:

e System: A System is situated in its Environment. That environment could include other
Systems [6].

e Stakeholders have interests in a System; those interests are called Concerns. A
system’s Purpose is one very common Concern. (Note: In the original edition of the
Standard, systems were said to have missions; in the revision, Purpose was chosen
as a more general replacement to this term.) [6]

12
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e Systems have Architectures. An Architecture Description is used to express an
Architecture of a System [6].

e System: The Standard takes no position on the question, what is a system?
In the Standard, the term system is used as a placeholder — e.g., it could refer to an
enterprise, a system of systems, a product line, a service, a subsystem, or software.
Systems can be man-made or natural. Nothing in the Standard depends upon a
particular definition of system. Users of the Standard are free to employ whatever
system theory they choose [6].

e Environment: Every System inhabits its Environment. A System acts upon that
Environment and vice versa. A system’s Environment determines the range of
influences upon the system. In the Standard, Environment is intended in the widest
possible sense to include developmental, operational, technical, political, regulatory,
and all other influences which can affect the architecture. These influences are
categorized as Concerns [6].

e Architecture: Systems have architectures. In the Standard, the architecture of a
system is defined as: “fundamental concepts or properties of a system in its
environment embodied in its elements, relationships, and in the principles of its design
and evolution”. The definition was chosen (1) to accommodate the broad range of
things listed above under System: the architecture of X is what is fundamental to X
(whether X is an enterprise, system, system of systems, or some other entity); and (2)
to emphasize (via the phrase “concepts or properties”) that a system can have an
architecture even if that architecture is not written down [6].

e Architecture Description: An Architecture Description (AD) is an artefact that
expresses an Architecture. Architects and other system stakeholders use Architecture
Descriptions to understand, analyse and compare Architectures, and often as
“blueprints” for planning and construction. ADs are the primary subject of
ISO/IEC/IEEE 42010 [6].

4. Architecture Development Methodology and Architecting Tool

The architecture work in LEAD previous to this deliverable is constructed and consolidated
following the TOGAF (The Open Group Architecture Framework) standard and its guidelines,
which is an open, industry consensus framework for Enterprise Architecture [1].

13
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TOGAF provides an architecture development method and tools for assisting the acceptance
and the production of architecture assets. It is based on an iterative process model supported
by best practices and re-usable set of existing assets.

TOGAF embraces the ISO/IEC 42010:2007 terminology and is consistent with the standard.
In TOGAF, "architecture” has two meanings depending upon the context:
e A formal description of a system, or a detailed plan of the system at component level
to guide its implementation
e The structure of components, their inter-relationships, and the principles and
guidelines governing their design and evolution over time

There are four architecture domains that are commonly accepted as subsets of an overall
architecture work, all of which the TOGAF standard is designed to support.

The Business Architecture defines the business strategy, governance, organization, and
key business processes. The Data Architecture describes the structure of an organization’s
logical and physical data assets and data management resources. The Application
Architecture provides a blueprint for the individual applications to be deployed, their
interactions, and their relationships to the core business processes. And finally, the
Technology Architecture describes the logical software and hardware capabilities that are
required to support the deployment of business, data, and application services; this includes
IT infrastructure, middleware, networks, communications, processing, standards, etc.

Since its introduction, different authors have defined DTs in different terms. The original
definition was proposed by [8] who defines a DT as a digital replication of a physical system
that is depicted as a distinct digital entity but related to the physical system upon demand.
The core elements of a DT are: (1) real world, (2) virtual world and (3) the exchange of
data/information flow between real and virtual worlds.

The ultimate objective of introducing Digital Twins in last mile logistics is to improve the
operation and efficiency of parcel delivery, reduce costs and externalities through forecasting
and predictions of future states and support advanced decision making through the entire
logistics lifecycle, while also fostering stakeholder participation via reliable real-life
information. Technology enablers for building Digital Twins include modelling, predictive
analytics and decision-making methods, and the use of lifecycle-oriented knowledge with
historical and real-time operational and city data. The LEAD architecture design therefore
considered key standardisation initiatives in logistics, transport data and digital twins to

14
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eventually enable the smooth flow of goods and the collaboration among the stakeholders
across end-to-end logistics and supply networks.

Many applications of digital twin frameworks are found mostly in the context of the product,
shop floor, and production management [9] [10]. The first definition of the DT was forged by
the NASA to mirror the life of its flying twin [11]. From that moment on, several initiatives (
[12], [13], [14], [15], [16]) tend to standardise and construct conceptual and DT platforms in
manufacturing-oriented digital twin systems. One of the recent published standards is the ISO
23247 [12]. It divides the conceptual digital twinning system into four layers. The bottom layer
depicts the elements of manufacturing that are observable. This layer depicts the elements
of the production floor that need to be modelled. Yet, the difficulty we face today is that existing
architectures are either too generic or too specific [10] to be used in logistics due to the
complexity of the twinning as mentioned in section 1.

City logistics is one of the essential elements of urban mobility planning. The growth of e-
commerce activities is a trend that has been reinforced by the COVID-19 pandemic. The
ultimate objectives of introducing DT in city logistics are to improve the operation and
efficiency of parcel delivery; to reduce costs and externalities through forecasting and
predictions of future states; and to support advanced decision-making through the entire
logistics lifecycle, while also fostering stakeholder participation via reliable real-life
information. Thus, the adoption of DT in city logistics aims to help stakeholders to take
decisions about the future implications of a given policy, aiming at supporting their information
and enforcing the decision process [17].

Forecasting both behaviour and reactions to structural changes and policy measure
implementations in urban freight transport requires two elements. [17] emphasize the usage
of behavioural and simulation models to be used jointly when modelling such future
behaviour, especially when considering the public-private urban context.

DTs for urban logistics are evolved systems relying on three essential technical building
blocks. First, relevant models for the physical counterpart under study are required. The
models must be sufficiently detailed to meet the intended purpose. However, they should not
be more detailed than necessary to avoid overfitting and support ease of use. It is worth
mentioning that digital twins are not identical twins. As highlighted by [18], the notion of an
exact mirror is “an idealization and aspiration that may never be achieved.”

Second, the object of the study must be described by evolving data as physical conditions
tend to vary over time, whether it be traffic, air quality, or noise levels. Thus, informed policy
decisions must be based on evolving datasets rather than point-in-time data collection that
simply provides a snapshot of urban conditions at a given time. In this way, systemic changes
over much larger time scales and patterns can be better understood.

Third, like datasets, digital twins also require dynamic updates related to simulation models
that update and evolve based on physical conditions [19]. However, [20] and [21] identify the

15
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difference among a digital twin, a digital model and a digital shadow depending on the
integration level.

In addition to standards adopted in Digital Twins, the Joint Technical Committee (ISO/IEC
JTC 1) covers many areas including Al, automatic identification and data capture techniques,
cloud computing, data usage, IoT. DTs is also a focus area of IEC Technical Committee 65,
which develops international standards for industrial process measurement, control and
automation. As mentioned earlier, the Digital Twin - Reference Architecture [12] (PWI JTC1-
SC41-5) provides in manufacturing-oriented digital twin systems a standardized generic DT
Reference Architecture using a common vocabulary, reusable designs and industry best
practices. The document uses a top-down approach, beginning with collecting the most
important characteristics of DT along its life cycle, abstracting those into a generic DT
Conceptual Model, deriving a high-level system-based reference with subsequent dissection
of that model into five architecture views from different perspectives [22]. Modelling work
carried out in this task T4.5 is built on the aforementioned initiatives.

2. Architecture Vision

This phase ensures that the architecture is considered as a whole, by creating architecture
content by cycling through the business, information system, and technology architecture.
This enables to provide a big-picture of the standardized architecture, its main business
process, the high-level architecture, and the implementability of the architecture. This phase
helps as well to converge to a target and refine each level during the next iteration of the
architecture development method.

As a strong point to mention, the following reference architecture for building a basis for future
implementations of a Dynamic Data-Driven Application System (DDDAS) for decision making
in order to organize goods distribution operations in cities has been accepted for publication
in the journal of Computers, Environment and Urban Systems!. This journal is an
interdisciplinary journal publishing cutting-edge and innovative computer-based research on
urban systems, systems of cities, and built and natural environments, that privileges the
geospatial perspective.

So far, there is no conceptual framework for a digital twin in urban logistics in literature. While
there are conceptual frameworks for other domains as depicted in section 1.7, the ongoing
work on LEAD look at the digital twinning processes from a dedicated urban logistics
perspective, uncovering, for instance, the need for covering a spectrum from reactive (short-
term, in-the-loop) to predictive (long-term, one-shot) models at the same time with their

https://www.sciencedirect.com/journal/computers-environment-and-urban-systems
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respective requirements in data acquisition and execution times. A key component is thereby
the ability of this reference architecture to adaptively react to changing inputs to update the
system state and re-run models on demand. These insights are derived from the requirements
of real-world use cases. Finally, we provide practical value by proposing a list of open-source
tools with which the targeted business process and the conceptual framework can be brought
to implementation.

3. Reference Architecture for Urban-oriented
Digital Twin Systems

This section presents and analyses a generic business process enabling the exploitation of
DTs for City Logistics. First, as provided in deliverable D2.1 [2], we realized workshops with
relevant city logistics stakeholders and defined relevant value cases and real-world scenarios
(description of the context, together with the actors, territories and companies involved, the
main problematics they are facing and the targeted goals). Then, we identified the common
future workflow that is shared between all the value case scenarios, and that is generic
enough to be used by any other city along with their specific simulation models. This is to
support experimentation and decision-making and create value for all different stakeholders.

The generic business process is depicted in Figure 3. The first pool (Information Process, PI)
manages the contextual information from the physical twins, and keeps the data updated
during the whole lifecycle of the entire process. In addition, it enables to push updated
contextual data to the linked physical twins, in case a stakeholder needs to update the state
of the physical twin. The second pool (Execution Process, PE) describes the workflow that
manages the user tasks and model configuration. These tasks enable stakeholders to
construct simulation scenarios, with a possibility to choose and configure simulation model
properties linked to it. The specific task Monitoring initializes the data monitoring (if applicable
in the modelled scenario) to check the received data from physical twins and restart the
simulation when a certain configured threshold is reached. The third and last pool (Decision
process, PD) describes the workflow managed by a decision system. It receives the outcomes
of the simulation as a set of successful scenarios. Then the decision system selects the best
strategies among produced scenarios. Finally, the stakeholder that has launched the
simulation scenario is notified when a generation of a detailed evaluation report is produced.
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refreshed contextual data of physical twins. It is important to mention the bidirectional
communication between the digital twin and its physical counterpart that is materialized

through the link between the outcome of the best scenario and the PD task that allows to

publish the updates to the physical counterparts in the real world.

As depicted in this generic business process, there is a need to manage and integrate several

kinds of simulation models in a given scenario. Consequently, a model library with a flexible
approach is needed to categorize the urban freight system models, describe them, and most

importantly, provide a means to handle all the transformations needed to transform the
outputs of a model into another model.
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Figure 4 Reference Architecture for Urban-oriented Digital Twin Systems

Figure 4 presents the DT reference framework for urban logistics, which is divided into three
main layers. The left layer Physical World represents the sensors and external entities such
as Sensors and IoT Entities, City Operational Data and exposed APIs. The middle layer
Data/Model Management System consists of two main elements: the DIS Data Ingestion
System and the MMS Model Management System.

The DIS provides a solution to the need depicted by the PI task of the generic business
process (see Figure 4 Reference Architecture for Urban-oriented Digital Twin Systems) that
manages the contextual information from the physical twins and exposes the twinned data
through web APIs to the other framework'’s internal components. It is intended to ingest the
contextual entities (through the Data Ingestion Manager and maintain the digital twins
updated, managing bi-directional connections with the associated devices that are exposing
the contextual data via the Device and Protocol Manager components. This allows the
management of the communication protocols to the physical counterpart and the exposition
of this contextual data to the MMS. Due to the heterogeneity of the possible physical twins
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(cameras, sensors, open data, ...), several protocols (HTTP, MQTT or AMQP managed
through an IoT platform or an loT agent?) and data format (and the storage by extension)
might be involved at this level.

Since a digital twin needs a detailed model of its environment and its physical counterpart,
DIS provides the ability to enhance the DT framework and related artefacts with descriptions
that are based on semantic annotations or standard ontologies by means of the Semantic
Manager component. See [23] for an urban logistics ontology. This enables the use of
business-oriented specific semantic models to provide a detailed and integrated view of all
relevant artefacts, thanks to the use of a unified urban freight ontology that might be used by
any model in a simulation scenario.

The MMS brings a response to the need illustrated by the PE and PD tasks (see Figure 3
Generic Business Process for urban-oriented DT lifecycle instantiation) to integrate multiple
types of simulation models in a particular scenario. The MMS consists of several components,
including the Model Library Manager, which provides an outline of all of the available models
(as elaborated in D2.2), as well as their specifications and the connections between the
models, and the key performance indicators (KPIs) that are useful for decision making. Please
note that all data provided to MMS components during the configuration or simulation phase
comes from the Context Entity Manager which exposes all physical counterpart's data to MMS
components via web APIs.

The Scenario Manager allows the registration of what-if scenarios and their related models
and configuration (model parameters, contextual data and expected KPIs). The Model
Integration and Orchestration aims to orchestrate the models by connecting the datasets and
the outputs from one model to another based on the what-if scenario configuration. The
Simulation Configuration component is intended to manage the setup of the simulation
environment in terms of technical aspects (parameterization of a virtual machine, technical
libraries, etc.) As for the Simulation Environment component, it is a virtual execution
environment generated on the basis of the simulation configuration. This component uses
containerization and virtualization to create dynamically an execution environment for every
scenario in order to execute the simulation and to collect the outputs of the scenario.

Digital twins offer real-time communication among assets and systems. The challenge is to
know how the data is then processed to provide true added value. In this context, the value
added is provided by the KPIs that are tailored precisely to the intended application. For this
purpose, the final component of the MMS is the Decision System which aims to decide what
results of the performed what-if scenario are most likely to be achieved. It considers the key
performance indicators of a defined scenario and then recommends the required
interventions in the physical world via the DIS to reach the predicted outcome. This decision
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system constructs its knowledge using different inputs such as model outputs, scenario
parameters, model parameters, contextual data and predicted outcomes.

The remaining component is the Storage system for handling general storage such as what-
If scenarios, scenario configuration, models and related data, or an ontology store [24] related
to the use of the semantic manager component.

Zone level Parcel / shipment level Tools KPI

Operational Tactical Strategic

___________________________________________

Impact
assessment
models

.

Figure 5 Structure of the Meta-model

The multiple value case scenarios that are considered in the generic business process model
needs a flexible approach to be able to accommodate them. For this, a generic model library
(MLib) that contains a set of models that can represent different aspects of the urban freight
system (see D2.2). The objective of the MLib is to store multiple models that, when combined,
allow the user to model different value cases, according to their needs.

In this work, The MLib is conceived as collection of models, where different model types,
languages and frameworks can be included. This means that the models included can be
theory driven, data driven, Al based or any other type of model. The models in the MLib are
connected with connector functions that handle all the transformations needed to transform
the outputs of a model into another model. These connectors work in a 1-to-1 fashion, making
explicit connections. This has the advantage of increased modularity of the models (the model
implementation does not need to change much from their original form to be included), makes
data transformation invisible to users and avoids defining a unified urban freight ontology that
affects every model.
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To assist the user in the model selection, the MLib is organized in the Meta-Model (M2)
according to its role in a broader city logistics framework, where an instance of the M2 is a
set of models that represents a value case. As highlighted by [25] and [18], the time horizon
of the model should match the time horizon of the city activity it wants to replicate. Thus, the
M2 is organized by the time scope of logistic decisions: Strategic, Tactical and Operational
and by the resolution of the model: Zone or Parcel/Shipment level. Strategic level models are
models that deal with long term decisions, such as demand trends and depot locations.
Tactical level models define how the fulfilment processes are done. Finally, operational
models deal with routing and delivery. This classification allows the user to choose the model
that better represents their value case. Additionally, an extra category for models specifically
designed to evaluate the outputs of the other models and convert them into KPIs that are
useful for decision making.

The current version of the M2 was developed according to the needs of living labs. The
models in the MLib were further categorized according to their method, such as optimization,
demand models, network models, Agent based models, impact assessment, and routing
models. By being aware of the modelling methods used, the user can have more detailed
knowledge and control of how the DT is replicating the targeted freight system. Figure 5
shows how the models are categorized.

To have a self-contained deliverable to facilitate the reading, this section repeats the relevant
points on the application and data architecture levels of the internal components of DDDAS
and DSS from deliverable D2.1 TR- Solution Architecture [2]:

Each component is described in detail with its internal structure and the interactions between
internal or external components. First, an internal detailed description of sub-components and
their interactions is realized based on the legend presented in Figure 6. Then, a presentation
of the main data entities that is needed on those components is presented depending on the
level of details of each component (meta-model, or specific class diagram). Finally, an
analysis of each component is realized to define solution building blocks (SBBs) that we are
considering at this level of detail for the implementation of each component and its sub-
components.

Each SBB will be evaluated in the form of ‘+++’ and ‘---’ to cover the functionality, parameters,
and security. The more ‘+’, the better a solution will be covering such aspects, while more ‘-
", the less likely a solution is going to be selected for reuse. In terms of reusability, the tool
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evaluated are ensured to have an open-source and reuse/extend of source code open
enough to allow the exploitation of such tool beyond LEAD.

From this, an extra column has been added showing the final decision of the LEAD
consortium, as to whether the solution evaluated is re-used or not for developing the
component. The values of this column should be interpreted as follows:

Reuse as is: the SBB is taken as an initial

Partial: some of the functionality from the SBB is taken as a basis, but the development
of the component needs further manipulation

Research: the SBB is not known enough and, thus, more research is needed on this
SBB to make a final decision

Buy: the SBB, or the functionality of the SBB, is bought into the project in the form of
re-use or minimal development on top of it

Don’t use: the SBB is disregarded for the development of the component

The listed SBB solutions are collected with the objective to maximize the overlap with
components’ functionalities. For the mapping between the components and the SBBs, the
following architecture principles have been followed:

Whenever possible, each SBB should cover ALL the targeted component
functionalities

Whenever possible, each SBB should present reliable non-functional properties to be
implemented within the technical architecture

Whenever possible, each SBB should offer interoperability enablers to get access to
all its functionalities

Other principles that could be targeted could be: reuse, coherence, plug and play, etc.
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Figure 6 Legend of the LEAD Components' Architecture Diagrams

1. Dynamic Data-Driven Application System (DDDAS) Component

I.  Component Interactions description diagram

The following diagram presents the main interactions of the DDDAS [5] (see also full view in
deliverable [2] D2.1 - Annex B)
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Figure 7 DDDAS Interaction Diagram — full view in deliverable D2.1 - Annex B [2]

The DDDAS component consists of several sub-components, which are described in this sub-
section. The connections or communications between sub-components will be performed
through direct class calls. And the communications between internal sub-components (in grey
colour) and the other components (green for internal or yellow colour for the external) is
realized through the exposed Restful APIs.
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As depicted in Figure 7, the DDDAS is composed of the following sub-components:

Context entity management: Manages the context entity registration, updates and
data retrieval.

Model Management: Manages the models from the model library

Scenario Management: Manages the registration of scenarios, their linked models
and configuration of models

Simulation Orchestration Engine Management: Manages the configuration of
simulation and the orchestration of the application packages

DDDAS APIs: Exposes the APIs to get access to the functionalities of the sub-
components described earlier.

Simulation Environment: This component is outside of the DDDAS; however, it is
important to include it in this description since it has a strong link to the simulation
orchestration engine. This component enables to execute the prepared simulation in
the DDDAS and initialize a complete environment (such as virtual machine, libraries
like python, R...) to execute the targeted simulation and retrieve the outputs.

DDDAS sub-component have several interactions. These interactions are reflected in the
form of a table with the following structure (columns):

Sub-Component: This column defines the sub-component or the sub-function
Needs/Gives: This column represents the following type of interactions:
o Gives: The sub-component provides the sub-component defined in column
“With” the data described in column “What”
o Needs: The sub-component needs from the sub-component defined in column
“‘With” the data described in column “What”
o Needs/Gives: The “What” is exchanged on both directions

What: This column describes the interaction or the exchanged data

With: This column points at the sub-component(s) that interacts with the sub-
component defined in column “Sub-Component”
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Scenarios Management Gives Simulation results DSS

Figure 8 shows the associated data model for the described interactions in section e4.1.11.
We defined a meta-model for information exchanged with the context entity manager, the
model manager and the scenario manager. In case of the context entity manager, the main
class is the “Entity” class, that reflects the contextual data entities that are ingested from
external APIs (e.g. sensor data). This data entity can have several attributes, augmented with
more metadata (if needed), enabling to have a dynamic structure to fit different kind of
contextual data entities. Regarding the model or scenario manager, the same concept is
applied to fit to different kinds of models and scenarios and let the DDDAS sub-components
generic enough to gather all the required data for different contexts.
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Figure 8 DDDAS Components — Generic Data Structures
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IV.  Definition of Solution Building Blocks: Reuse vs Make vs Buy
Table 3 below analysis the DDDAS to identify solution building blocks (SBBs) that might be
considered for the implementation of each DDDAS component and its sub-components. This
evaluation is made based on the methodology described in the introduction of section 4.

Some final decision about the choice of the solution building blocks are presented and justified

in D2.4 deliverable for the development of the DDDAS in the LEAD project context.

Table 3 DDDAS Solution Building Blocks Analysis

Context Entity Orion Context Generic All +++ Reuse as is
Manager Broker
Eclipse Generic All +++ Partial
DITTO
Kafka Specific Data pipelines  ++ Partial
DDDAS Angular JS Generic All +++ Reuse as is
Dashboard
Model Python Generic All ++ Partial
Manager
Scenarios Python Generic Programming  ++ Partial
Management Logic
Simulation SLRUM Specific Workflow +++ Reuse as is
Orchestration Orchestration
Engine Drop & Specific Workflow ++ Partial
Compute Management
Python Generic Programming  ++ Partial
Logic
Docker, Generic Virtual +++ Reuse as is
Kubernetes Environment,
Environment
Configuration
KVM Specific Virtual +++ Reuse as is
Environment
Ansible Specific Environment +++ Reuse as is

Configuration

2. Decision Support System (DSS) Component
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The following diagram presents the main interactions of the DSS (see also full view in
deliverable [2] D2.1 - Annex B).
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Figure 9 DSS interaction diagram - full view in deliverable [2] D2.1 - Annex B

The DSS component consists of several functions, which are described in Section 4.2.2.
The connections or communications between functions will be performed through direct
class calls. And the communications between internal functions (in grey colour) and the
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other components (green for internal or yellow colour for the external) is realized through
the exposed Restful APIs.

As depicted in Figure 13, the DSS is composed of the following sub-components:

e Configuration System: It configures model, scenarios and devices parameters.

e Decision System: Select predictive models to choose the best scenarios among the
successful ones that have been provided by DDDAS.

e Decision Archive: It is essentially a data base that keeps all the relative information
regarding with the best scenario that has been chosen by Decision System.

e DSS APIs: Exposes the APIs to get access to the functionalities of the sub-functions
described earlier.

The figure below is indicative of the LEAD platform underlying data structure (entities,
attributes and metadata definition). The data structure will be developed in the context of Task
T2.4 DDDAS (Looping Control) - Sensing - Data ingestion.

Data Structure
Decision Archive

Attributes
Entity o
+id + time
+Type + description
+ scenario

MetaData
+ method(type): type + method(type): type
+ data_inputs
+ model_inputs
+ date_context_info
+model_inputs
+ decision

+ method(type): type

Figure 10 DSS Components Data Structures
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4. Technical Insights

The DT Reference Architecture Framework depicted in Figure 4 might be built on top of
existing open-source cloud computing technology as suggested in section 4. This section
gives additional insights that is refreshed based on some new identified technical tools in the
literature and presented in Figure 11.

The technical architecture can apply containerization techniques like Docker® and
Kubernetes* for use case model integration. Regarding the cloud environment, several cloud
solutions exist in the market. For example, the hybrid stack could be provided by Cloudify®,
can integrate cloud and local environments. Other existing platforms are OpenStack®, Cloud
Foundry’, and Apache CloudStack®. Classical approaches adopt the idea of deploying full
virtual machines (KVM 9).

For the Data and Model Management System, a job scheduler can be employed over
Docker/Kubernetes APIs, with a solution to handle data ingestion such as Kafka backbone,
along with an open source framework for creating and managing digital twins in the loT
environment such as Eclipse DITTO or Fiware Orion Context Broker!?! for the Context Entity
Manager. For the Decision System (component of the Model Management System) one can
employ Bayesian inference techniques coded in Python. Regarding the Simulation
Configuration and Simulation Environment components, solutions for IT automation to
configure systems, deploy software and orchestrate IT tasks might be considered such as
Ansible'?, SLRUM'3 and KVM.

For the connection of the physical world with the data and model management system, there
are several front-end with open-source solution for creating customizable dashboards (APIs)
such as Grafana'* technology tools, that is widely used to compose observability dashboards
with metrics, logs, and application data.

https://www.docker.com

https://Kubernetes.io

https://cloudify.co

https://www.openstack.org

https://www.cloudfoundry.org

https://cloudstack.apache.org

https://www.linux-kvm.org
https://www.eclipse.org/ditto
https://fiware-orion.readthedocs.io/en/master/
https://www.ansible.com
https://slurm.schedmd.com/documentation.html
https://grafana.com
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For the Storage System, different solutions may be considered. For example, because sensor
data can be produced very quickly, a traditional database may reach its limits in terms of
processing speed and size rather quickly, requiring a different approach to managing this type
of data. In this situation, big data solutions are required to achieve the necessary speed and
scalability. Time series database such as InfluxDB'® or document-oriented database like
MongoDB*® may be used for the querying and storage.

Component Type Implementation Tools

Data & Model Management System Docker, Kubernetes, Apache Kalka,

Apache hadoop, Apache Spark, Apache Flink,
Apache Mahout, Eclipse DITTO

Context Entity Manager Fiware Orion Context Broker, Scorpio Broker,
Orion-LD Context Broker, Stellio Context Broker

Decision System Bayesian Inference Techniques (Python)
Simulation Confliguration & Environment Ansible, SLRUM, KVM
Dashhoard & APIs Grafana, Postman APIs
Storage System RDBMS, InfluxDB, MongoDB,

Hadoop HDFS, TTABSLE, hive,
Cloud environment Cloudify, OpenStack,

Cloud Foundry, Apache CloudStack, Docker

Figure 11 Additional implementation tools

5. Conclusion

This deliverable has defined the reference architecture and its main generic process that is
shared between all LLs. The global architecture defines all reference architecture
components and their interconnection. It is based on the main components defined in the
description of action but at a more detailed level including their main interactions. Then a
specific and detailed view of each component is described, along with its behaviour and
functionalities, technical foundations and infrastructure details.

This deliverable is based on the work carried out in Tasks T2.2 (Digital Twin Models Library),
T2.3 (Decision Support System and APIs), and T2.4 (DDDAS — Sensing — Data ingestion).
Indeed, for T2.2, a detailed definition of its main consumer client in LEAD platform is defined
(DDDAS) with a detailed specification about its targeted functionalities, data structure, and
interactions with the model library. This helped to better design and consolidate the library of
open source models that will be used in the LLs digital twins. Regarding T2.3 and T2.4, a

https://www.influxdata.com
https://www.mongodb.com
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detailed specification is provided, along with the Uls, APIs, components interactions, and a
development plan that will enable the understanding, development and continuous
improvement of the components.

To conclude, the following reference architecture has been accepted for publication in the
journal of Computers, Environment and Urban Systems!’, an interdisciplinary journal
publishing cutting-edge and innovative computer-based research on urban systems and
systems of cities. The authors who contributed to this paper are: Abdelhadi Belfadel;
Sebastian Horl; Rodrigo Javier Tapia; Dimitra Politaki; Ibad Kureshi; Lorant Tavasszy, and
Jakob Puchinger.
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